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Abstract- The modern telemedicine often lacks in the 
infrastructure to deploy image security standards. The fragile 
watermarking scheme provides good security solution to 
medical images in telemedicine. In this paper, we present a 
reversible (distortion free), fragile, spatial domain 
watermarking scheme for medical images. The medical image 
authenticity and security can be achieved by two modes of 
watermarking operations. In the first mode, the watermark 
(fingerprint) is embedded into host image and later, for copy-
right justification the watermark (fingerprint) is extracted 
from host image. In the second mode of the operation the 
watermark (fingerprint) is extracted from unaltered 
components of the image ie. stored as the key. Later, this key 
information is used for recovering the watermark. The 
proposed scheme uses the second mode of operation which 
extracts the watermark from the unaltered pixel components 
of image. The extracted watermark is used for copy-right 
justification. As medical images have zero tolerance for noise 
our scheme produces noise free watermarked medical images. 
The scheme is robust to different types of attacks. The fragility 
and robustness of the scheme is analyzed considering different 
types of image processing attacks.

Keywords- LSB, EPR, MSB, Reversible, Medical image 
watermarking.

I. INTRODUCTION

Internet has many applications like telemedicine, online-
banking, teleshopping etc.  One crucial application of the 
Internet is telemedicine, where healthcare professionals use 
the Internet for transmitting or receiving Electronic Patient 
Records (EPR) via e-mail. An EPR typically contains the 
health history of a patient, including X-ray images, CT-Scan 
images, physical examinations report, laboratory tests, 
treatment procedures, prescriptions, radiology examinations 
etc.[1].  An EPR can be represented in various forms such as 
diagnostic reports, images, vital signals, etc. An EPR 
transmitted through the Internet is very important since it 
contains the medical information of a person in digital 
format. The tampering of an EPR would embarrass the 
individuals. Thus, due to the rapid development of 
telemedicine the security of the medical images became 
important [2, 3]. In telemedicine, for the security and 
authenticity of medical images, encryption and watermarking 
approaches are used. In comparison with encryption, 
watermarking scheme supports multiple level of medical 
image integrity [4]. In image watermarking, the 

authentication information is embedded in to the image, later 
it is extracted to define the copy-rights of the author [7]. 
Most of the watermarking techniques modify or distort the 
host image inorder to embed the authentication information. 
Except telemedicine, all other image applications can tolerate 
the loss of image fidelity as long as the original and modified 
images are perceptually similar. In medical imaging 
applications, there are stringent constraints on image fidelity 
that strictly prohibit any permanent image distortion by the 
watermarking [4]. For instance, artifacts in a patient's 
diagnostic image due to image watermarking may cause 
errors in diagnosis and treatment, which may lead to possible 
life-threatening consequences. 

Thus, to overcome the problem of occurrence of artifacts 
and to produce zero distorted or noise free watermarked 
medical images, we propose a new fragile medical image 
watermarking scheme based on the identification marks 
(fingerprints) of the image [5, 6]. This scheme uses pixel 
component of an image as the watermark (fingerprint). In 
this scheme, the watermark bits are matched by using the bit 
values of a pixel of the cover image. The information of 
these matched locations will be stored into two arrays. Later, 
these arrays are used to extract the watermark. Without these 
two arrays, it is tough to extract the watermark. Since the 
Least Significant Bits (LSB) of a pixel are sensitive to 
filtration and bit-flipping operations, this scheme uses the 
matching Most Significant Bits (MSB) of the pixel with 
watermark bits.

The rest of the paper is organized as follows. In Section 
II the related work in medical image watermarking is 
explained. The proposed watermarking scheme is explained 
in Section III. Section IV gives details of the experimental 
results. The comparison of the proposed scheme with Wang's 
fragile scheme is explained in Section V. Section VI 
concludes the paper.

II. RELATED WORK

For general image watermarking more schemes have 
been proposed but, a very few schemes are proposed for 
medical image watermarking. In 2001, Zhou et. al.[8]
proposed a watermarking scheme for verifying authenticity 
and integrity of mammography image. This scheme uses 
digital envelope as watermark. In this scheme, the LSB of 
randomly selected pixel of the mammogram image is 
replaced by one bit of the digital envelope. The MSB of 
pixels are used for verifying integrity of the image. To 
reduce the storage and transmission overhead Acharya et. al. 
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[9] proposed a scheme which uses the LSB based digital 
watermarking scheme for adding patient information to 
medical images. In 2002, Chao et. al. [10] proposes a 
Discrete Cosine Transform (DCT) based watermarking 
scheme which is capable of hiding EPR related data into a 
marked image. Another medical image watermarking 
scheme was proposed by Jagadish, N. et. al. [11] which 
embeds watermark in bit planes of the cover image. This 
scheme produces watermarked image with very low 
Normalized Root Mean Square Errors (NRMSE). The 
medical image watermarking schemes can be classified into 
different types based on various focus points.  With the focus 
on the robustness of watermarked image the schemes are 
categorized as fragile, robust or semi-fragile. With the focus 
on perceptual degradation of cover image they are 
categorized as reversible and semi-reversible.

The fragile watermarking schemes are designed such that 
the watermark is destroyed if the watermarked image is 
tampered in the slightest manner. These schemes generally 
produce the imperceptible images with low degradation. 
These schemes are mainly used for medical image 
authentication. In 2001, Johnson et. al. [12] proposed fragile 
scheme which embed pseudo random sequences in the Least 
Significant Bit (LSB) plane. In this scheme the integrity and 
security of the image purely depends on pseudo random seed 
key. This scheme is more sensitive to bit stuffing attack. For 
assuring the high integrity of image, a public key self-
embedding fragile image authentication scheme was 
proposed [13]. This scheme detects the localize alteration of 
image content. In 2009, Hideaki, et. al. [14] proposed 
asymmetric fragile watermarking which uses a number 
theoretic transform. In this scheme the signature data is 
extracted from watermarked image by determining the 
correlation functions which are computed using number 
theoretic transform. The security of this scheme decreases 
when the public key is altered. The robust medical image 
watermarking schemes are designed to resist the attempts to 
remove or destroy the watermark [15]. These schemes are 
widely used for copy-right protection and content tracking.  
More robust scheme [16] is proposed which uses the Fourier
domain embedding technique for securing medical image. In 
this scheme the distortion occurs due to round-off errors and 
the robustness of this scheme depends on the size of the bit 
plane used. The semi-fragile schemes are less sensitive to 
change and are compatible to common operations like
compression, scaling, filtering and rotation [17].

The medical tradition is strict with the quality of images; 
in this case it is not allowed to often modify the bit field 
values of the image. Thus the watermarking scheme must be 
reversible, where the original pixel values of the cover image 
must be recovered [18]. The distortions that occurred due to 
the watermarking should not interfere with the use of the 
watermarked object. Among the different approaches 
proposed for watermarking the medical images, the
reversibility property allows the removal of the watermark 
from the image and the complete retrieval of the original 
image [19]. In 2009, P. Vishwanathan et. al. [20] proposed a
semi-reversible watermarking scheme. This scheme embeds 
the watermark into medical image using text fusion method.  

In this scheme properties of semi-reversible watermarking
are used to recover the original cover image. 

To overcome the problem of addition of artifacts and to 
provide a secured fragile watermarking for medical image. 
Our scheme uses the pixel component of the image content 
for image authenticity and security. In the following section 
the proposed model of the scheme is explained. 

           a) Hand                  b) Chest                           c) Hand   

           d) Chest                                     e) Teeth 

Figure 1. X-Ray medical cover images 

a) Original Watermark         b) Extracted watermark with NC=0.78

Figure 2. Watermark used  

III. PROPOSED SCHEME

For the gray-level image, the intensity value of pixel is 
represented using 8 bits. The proposed scheme relies on 
binary stream of intensity of pixel to define space for 
embedding the watermark bits. We used the redundancy in 
binary stream of a pixel to achieve high embedding capacity. 
The bit values of pixel are used to match with the watermark 
bits. The matched locations of pixel are stored into two 
arrays. Later, these arrays are used to extract the watermark 
bits. Thus, our scheme produces zero distorted watermarked 
images. 

Let's explain the scheme with a simple example. Assume 
we have cover image I and watermark image W of size 3 3�
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Figure 4: Effect of Blurring on watermarked images

Figure 3: Sample cover images and extracted watermark
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The output of embedding algorithm are the LOCN array 
that stores the locations of MSB bits from where the 
watermark bit occurs in binary stream of a pixel and the 
ALTR array that stores the decimal value of watermark bits if 
watermark bits doesn't occur in bit stream of a pixel or if 
single bit remains in the watermark. The output of
embedding steps for cover image I and watermark W are as 
follows:

    
I(1,1)=35=(00100011)2,(a,b)=(W(1,1),W(1,2))=(1,0).Thus
(a,b)=(1,0) will occur at 6th location of binary stream 
(00100011)2 hence the LOCN(1)= 6. 
I(1,2)=20=(00010100)2, a=W(1,3)=1 and b=W(2,1)=1 thus 
(a,b)=(1,1) and this pattern doesn't occur in binary stream 
hence LOCN(2)=0 then ALTR(1)=(a, b)=(11)2

  W(3, 3)= a = 1 only one bit then LOCN(5) = 99 and 
ALTR(2) = W(3,3)=1. Thus for entire 

=3. For
I(1,3)=10=(00001010), (a, b)= (W(2,2), W(2,3)) = (0,0) 
hence LOCN(3) = 8. For I(2,1)=15=(00001111) and (a, 
b)=(W(3,1),W(3,2)) =(0, 1) hence LOCN(4) = 5. Finally for 
I(2,2) =25 =(00011001) and

3 3� watermark image 
we have two arrays as LOCN= {6, 0, 8, 5, 99 } and ALTR=
{3,  1}. 

Figure 5: Effect of Gaussian noise  on watermarked images
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The output of extraction steps from cover image I are 
explained as follows:

                                    , two arrays as   LOCN= {6, 0, 8, 5, 
                                        99} and ALTR= {3,  1}.

I(1,1)= 35 = (00100011)2,  LOCN(1)=6 and from binary 
stream (00100011) from  MSB  6th position onwards the 
two bits of watermark are extracted ie. W(1,1)=1 and 
W(1,2)=0. For next pixel I(1,2) =20 = (00010100), as 
LOCN(2)=0 the binary equivalent of ALTR(2) = 3 represent 
the watermark bits hence W(1,3)=1 and W(2,1)=1.  For  
I(1,3=10=(00001010), LOCN(3)=8 hence from  MSB 8th 
position onwards the two bits of watermark are extracted ie. 
W(2,2)=0 and W(2,3)=0. For  I(2,1)=15=(00001111),
LOCN(4)=5 hence from 5th position of MSB bits the 
watermark bits extracted as W(3,1)=0 and W(3,2)=1. Finally 
for pixel I(2,2)=25=(00011001) and LOCN(5)=99 thus 
W(3,3)=ALTR(2)=1. The complete recovered watermark is

IV. RESULTS

Series of experiments have been conducted to evaluate the 
effectiveness of the proposed watermarking scheme. The 
evaluation of algorithm is performed based on two different 

points of view: invisibility and fragility. In these experiments 
the monochrome watermark of size 192 �168 is embedded 
into medical cover images of varying size. 

Figure 1 shows the cover images used in the experiments. 
As we are not changing the cover content, after embedding 
the watermarked image is perceptually similar to the original 
image. Figure 2 shows the original watermark and the 
extracted watermark from the image. Figure 3 shows the 
table containing the set of cover images and the respective 
embedded watermark and the extracted watermark from the 
images. As shown in the Figure 3 the difference between the 
original watermark and extracted watermark is computed 
using (Peak Signal to Noise Ratio) PSNR, (Mean Square 
error) MSE, (Normalized Cross-correlation) NC, (Standard 
Correlation) SC, (Normalized Absolute Error) NAE, 
(Average Difference) AD and (Maximum Difference) MD. 
The extracted watermarks from all cover images are having 
NC equal to 1.  The fragility of algorithm can be assessed by 
using similarity measurement NC between original 
watermark and extracted watermark. This NC defines the 
normalized cross-correlation between original watermark 
and extracted watermark. For the detection of tampering, if 
NC is not equal to 1 we can conclude that the cover image 
was tampered during transmission.  For any two images 
whose pixel values differ by a small scale factor will produce 
the NC value equal to 1, if the images are completely 
different the NC has a value lower than 1. For any two non-
zero binary patterns which are different in all bits NC is -1. 
Thus the value of NC represents the Cosine of angle between 
two images. The angle between image varies from 0
 to
180
 and the corresponding NC varies between 1 and -1.
Figure 4 shows the table containing the tampered cover 
images using the image blurring operation. Due to the effect 
of blurring, the correlation between the extracted watermark 
and original watermark is less than 1. Figure 5 shows the 
effect of Gaussian noise on watermarked images. Here also 

due to the addition of Gaussian noise the NC between the 
original watermark and extracted watermark is always less 
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than 1. From experiments and analysis, we conclude that the 
algorithm is highly fragile such that applying any image 
processing operation on the cover image will change NC
value.

V. COMPARISONS

Table I shows the comparison of proposed scheme with 
Wang's [21] reversible fragile scheme. The Wang's scheme 
embed the watermark into cover image and this adds the 
noise to cover image which is computed by PSNR=60.76
between original image and watermarked image. But in our 
scheme the watermark is marked into separate array which 
does not add any noise to cover image. Thus the PSNR in our 
scheme will be infinity. The number of bits that can be 
embedded in our scheme is 2 bits/pixel. The security of 
proposed scheme is based on the security of Location and 
Altered array. The tampering of medical image is decided by 
calculating the NC between original watermark and extracted 
watermark.

TABLE I. COMPARISON OF PROPOSED SCHEME WITH WANG'S 

FRAGILE SCHEME

VI. CONCLUSION

We have proposed a new fragile medical image 
watermarking scheme. The watermark bits of image are 
matched adaptively with gray-level medical image bits. The 
embedding algorithm produces zero distorted or noise free 
medical image. The security to the watermarking scheme is 
improved by Location and Altered arrays. Without complete 
knowledge of these two arrays the watermark will not be 
extracted. In this scheme, we achieve maximum embedding 
capacity of 2 bits/pixel. As the watermark is marked 
considering only MSB bits of pixel, hence the scheme is rigid 
to frequent image processing attacks like LSB bit flipping. As 
the proposed scheme is fragile, it detects image tampering 
that may occur during medical image transmission. The 
security of the proposed scheme can be further increased by 
mapping the watermark to the pseudo random array using the 
secret key.
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DWT

Location and Alter 
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