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This book starts off with step-by-step instructions for installing and configuring the CFEngine
server and clients, and then moves on to configuring systems using CFEngine scripts. The
author then walks you through the policy decision flow as well as conducting system and
security audits.

This is followed by detailed discussions through various examples on how you can use
CFEngine to configure systems, users, networks, databases, web servers, et al. Adding to this,
the book also provides a list of best practices, CFEngine policy decision flow, and how you
may use the CFEngine Orion Cloud Pack. By the end of the book you should be able to write
policies to automate your complex data centre tasks.

Chapter 1, Getting Started with CFEngine: The first chapter, as the name suggests, lets you get
started with CFEngine. The chapter underlines how CFEngine may be of great help to system
administrators, configuration managers, and all those who need to manage a huge number of
nodes. It gives a step-by-step procedure for installing CFEngine and testing the installation. This
is followed by a brief introduction to various CFEngine components. The chapter consists of
some very simple examples to give you a taste of the action in store.

Chapter 2, Configuring Systems with CFEngine: The chapter deals with the architecture

of CFEngine, in detail. It lists the various components of CFEngine and their functions.
Step-by-step installation and configuration of CFEngine server and clients are the highlights
of this chapter. In addition to this, the chapter has a number of examples which may be used
to automate various system administration tasks.

Chapter 3, System Audit with CFEngine: The chapter is dedicated to auditing your systems. In
this chapter we get to see a number of CFEngine "common" and "server" control promises
and their usage. It also has real life, easy to understand examples proving how CFEngine may
be used as a "tripwire".
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Chapter 4, Scheduling Tasks with CFEngine: The chapter deals with a few more types of
promises such as monitor, executor, and reporter control promises. A very important concept
of CFEngine "classes" is introduced, and how this concept of "classes" may be used to
execute a sequence of jobs is explained with real life, easy to understand examples, in this
chapter. We will also see how CFEngine may be used as a "scheduler".

Chapter 5, Security Audit with CFEngine: The chapter outlines how CFEngine may be used
to maintain a "secure" system state. It deals with the four basic concepts of security which
are authorization, authentication, data protection, and application configuration. It is full
of examples which showcase the prowess of CFEngine. For example, how CFEngine may be
used to automate addition of rules to IPtables for access control.

Chapter 6, Logging and Reporting with CFEngine: The chapter deals with a few other aspects
of CFEngine such as logging, reporting, and monitoring. CFEngine provides a very powerful
logging and reporting mechanism which may be used to keep a tab on the complete system
state. How these inbuilt mechanisms may be used to generate custom reports is explained
with an easy to understand example.

Chapter 7, Workflows: As the name suggests, this chapter outlines how the CFEngine
framework may be used to perform more complex, inter-related tasks. It also introduces the
very important concept of templates in CFEngine which helps in writing generic templates
which may be used for heterogeneous systems. Another extremely important concept of
"Knowledge Maps" has been introduced which may be used to automate the creation and
maintenance of a knowledgebase.

Chapter 8, Advanced Functions and Variables: CFEngine is a framework and it has its own
very powerful set of special functions and variables. These may be used globally, they help
in reducing the number of lines of promises that need to be written, and help to improve
CFEngine's performance. This chapter outlines the syntax and usage of various important
special functions and variables.

Chapter 9, CFEngine Best Practices: In organizations, people work in teams and hence

more than one associate may be working on the CFEngine framework at any point in time.
There are some 'best practices' to be followed in order to ensure that promises are written
methodically, can be easily deciphered by other team members, and that they are crisp and
optimal. The chapter includes a few basic considerations for writing promises and general
do's and don'ts. The chapter also explains the implementation of a version control system for
the promises files.

Appendix A, CFEngine Cloud Pack—Orion: The CFEngine Orion Cloud Pack is the latest

offering from CFEngine which may be used to configure and maintain instances in the cloud.
The chapter deals with the basic contents of the Orion Cloud Pack and a few handy hacks. It
also lists a few advantages of using the Orion Cloud Pack with the enterprise CFEngine Nova.

[2]
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Appendix B, Important Control Promises: The appendix describes the syntax of various
CFEngine control promises. The syntax is followed by a simple example which shows the
usage of the control promise. In this way, the chapter is handy when one is looking for
specific promises to be used for a task or in a workflow.

Appendix C, Important Functions and Variables: CFEngine is a framework and provides inbuilt
functions and variables for specific tasks. This chapter gives you an insight to these special
functions and variables. The description of these special functions and variables is followed
by simple examples showing their usage.

Appendix D, Functions by Usage: This appendix lists important functions by their usage. It
includes functions which read strings, files, environments, classes and data. In addition,
the chapter also lists functions which compare variables. These functions are frequently
used while writing promises.

If you are a System Administrator or Configuration Manager with a growing infrastructure
and if you are looking for a dependable tool to manage your infrastructure, then this book is
for you. If your infrastructure is already large with hundreds and thousands of nodes and you
are looking for a secure, versatile and stable configuration management tool, you will still
find this book handy. You don't need any prior experience with CFEngine to follow this book.

In this book, you will find several headings appearing frequently.

To give clear instructions of how to complete a procedure or task, we use:

Time for action - heading

1. Action1l
2. Action?2
3. Action3

Instructions often need some extra explanation so that they make sense, so they are
followed with.

[31]
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What just happened?

This heading explains the working of tasks or instructions that you have just completed.

You will also find some other learning aids in the book, including:

These are short multiple choice questions intended to help you test your own understanding.

These set practical challenges and give you ideas for experimenting with what you
have learned.

You will also find a number of styles of text that distinguish between different kinds of
information. Here are some examples of these styles, and an explanation of their meaning.

Code words in text are shown as follows: "We can include other contexts through the use of
the include directive."

A block of code is set as follows:

body server control {

skipverify => { "172.16.3.*" };
allowconnects => { "172.16.3.*" };
allowallconnects => { "172.16.3.*" };
logallconnections => "true";

bindtointerface => "172.16.3.113";

cfruncommand => "$(sys.workdir) /bin/cf-agent";
allowusers => { "root" };

}

When we wish to draw your attention to a particular part of a code block, the relevant lines
or items are set in bold:

body server control {

skipverify => { "172.16.3.*" };
allowconnects => { "172.16.3.*" };
allowallconnects => { "172.16.3.*" };
logallconnections => "true";

bindtointerface => "172.16.3.113";

cfruncommand => "$(sys.workdir) /bin/cf-agent";
allowusers => { "root" };

[4]
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Any command-line input or output is written as follows:

root@myl.system.com# /usr/local/sbin/cf-key

New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: "clicking the Next button
moves you to the next screen".

% Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or may have disliked. Reader feedback is important for us to
develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedback@packtpub.com, and
mention the book title via the subject of your message.

If there is a book that you need and would like to see us publish, please send us a note in
the SUGGEST A TITLE form on www . packtpub.com or e-mail suggestepacktpub.com.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide on www.packtpub.com/authors.

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

You can download the example code files for all Packt books you have purchased from your
account at http://www.PacktPub. com. If you purchased this book elsewhere, you can
visit http://www.PacktPub.com/support and register to have the files e-mailed directly
to you.

[51]
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Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you find a mistake in one of our books—maybe a mistake in the text or the code—we

would be grateful if you would report this to us. By doing so, you can save other readers from
frustration and help us improve subsequent versions of this book. If you find any errata, please
report them by visiting http: //www.packtpub.com/support, selecting your book, clicking
on the errata submission form link, and entering the details of your errata. Once your errata
are verified, your submission will be accepted and the errata will be uploaded to our website,
or added to any list of existing errata, under the Errata section of that title. Any existing errata
can be viewed by selecting your title from http: //www.packtpub.com/support.

Piracy of copyright material on the Internet is an ongoing problem across all media. At Packt,
we take the protection of our copyright and licenses very seriously. If you come across any
illegal copies of our works, in any form, on the Internet, please provide us with the location
address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

You can contact us at questions@packtpub.com if you are having a problem with any
aspect of the book, and we will do our best to address it.

[6]
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CFEngine is an autonomous agent and middle to high level policy language and
agent for building expert systems to administrate and configure large computer
networks.

—www.cfengine.org

The dilemma of any system administrator or data center operations group is how to
manage the changes on the huge number of network entities they are managing, and how
to maintain the state of similar groups of devices. This is where CFEngine comes into the
picture. CFEngine is a scalable configuration-management tool. It is designed to take care
of the complete system lifecycle management in any environment. It does not need reliable
infrastructure; it uses very few resources and has very few software dependencies. This lack
of software dependencies translates into CFEngine taking care of a heterogeneous or

a homogeneous network in a breeze. In short, CFEngine is meant to make our lives easy!

Let's see what we are going to learn in this chapter:

Why CFEngine?
CFEngine requirements
Installing CFEngine

Various CFEngine components

* 6 & o o

Writing the first promise



Getting Started with CFEngine

With the advent of Web 2.0, more and more feature-rich applications are being developed,
which has resulted in a huge demand for IT infrastructure. These applications need much
more resources when compared to applications developed in the last decade. To serve these
applications the data center IT infrastructure demand has grown manifolds which in turn
have resulted in longer maintenance cycles of the infrastructure. Apart from maintenance
cycles, security, compliance, monitoring, and patch management are a few of the other
factors that put a huge pressure on the operations team.

Imagine the time it would take to just install a piece of software on hundreds of machines
if we do it manually. Installing software on a single machine may be a 10 minute job but
installing the same software on hundreds or thousands of machines may take months.
Hence, the need for a configuration management tool which may do the same task on
hundreds and thousands of machines on its own.

CFEngine is one such tool, written by Mark Burgess from Oslo University, which may
complete the task(s) on as many number of servers as we want while we enjoy our coffee.
As the name suggests, CFEngine is a configuration engine. It has a rich language and
policy framework which may be used to monitor, maintain, and automate various system
administration tasks.

CFEngine is based on the theory of promises. It is not a simple deployment tool that can take
care of deployments or rolling them back. With CFEngine we can revise the promises in such
a way so that the state of the system converges to a pre-defined 'ideal' system state.

CFEngine has been under development for years and came out with a major release of
version 3 in 2010. There are a lot of changes which have been made to the original code but
the basic philosophy remains the same. The major features of CFEngine 3 are as follows:

Operating system independent language.

All the components of CFEngine are configurable. The configuration for all
components is centralized. The advantage is we do not need to maintain
separate input files for servers and agents. A single configuration file may contain
configurations for all parts of the system.

Centralized policy server.

CFEngine is decentralized in order to allow the agent to run autonomously. This
allows for repairs when the policy host is unavailable. The policy host is merely a file
server-agent based action where each node is responsible for itself.

¢ Granular access control allows role-based access control for remote activation of
special promises.
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Policies, better known as promises in the CFEngine framework, are now bundled.
So we have the flexibility of bundling promises into appropriately named
promise bundles.

Powerful pattern matching and expression features simplify promises. This
allows consistent promises to be made from a whole set of objects according

to a programmed pattern.
Optional use of PCRE libraries for text matching.
Improved array and list handling.

Improved generic package management.

The following diagram shows a few things that CFEngine can take care of for us to make our
lives easier:

Monitoring

i
A

Compliance

Knowledge
Management

Configuration
DB

CFEngine

Change
Management

IT Automation

Provisioning
and Patch
management,

Let's start with the installation. For installing CFEngine the following packages are required:

¢ Openssl: Open Source Secure Socket layer for encryption. The package can be

downloaded from http://www.openssl.org.

Berkeley DB: Its flat file light weight database system. The package can be
downloaded from http://www.oracle.com/technology/products/
berkeley-db/index.html.
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¢ Tokyocabinet DB: May be used in place of Berkeley DB.
In addition to the above packages the following packages are strongly recommended:

¢ PCRE (Perl Compatible Regular Expression): This package can be downloaded from
http://www.pcre.org.

¢ OpenlLDAP: Client libraries for MySQL or PostgresSQL.

If you are trying to compile CFEngine from source the following packages are required to
build the environment for compilation:

¢ Bison: This is a GNU parse generator which can be downloaded from http://ftp.
gnu.org/gnu/bison/.

¢ Flex: Fast lexical analyzer is used for recognizing lexical patterns in text. It can be
downloaded from http://flex.sourceforge.net/#downloads.

We can download the latest stable version of CFEngine from http://www.cfengine.org/
tarballs/download.php?file=cfengine-3.x.x.tar.gz. The latest stable version of
CFEngine available at the time of writing this book is 3.1.5.

The following commands install CFEngine on the server:

$ tar zxf cfengine-3.x.x.tar.gz
$ cd cfengine-3.x.x

$ ./configure

$ make

$ sudo make install
Let's take a look at various installed components of CFEngine:

¢ cf-agent: The Cfengine agent connects to a list of running instances of the
cf-serverd service. The agent allows a user to forego the usual scheduling interval
for the agent and activate cf-agent on a remote host. Additionally, a user can send
additional classes to be defined on the remote host. Two kinds of classes may be
sent: classes to decide on which hosts the agent will be started, and classes that the
user requests the agent should define on execution. The latter type is regulated by
cf-serverd role-based access control.

¢ cf-execd: The executor daemon is a scheduler and wrapper for execution of
cf-agent. It collects the output of the agent and can e-mail it to a specified
address. It can display the start time of executions across the network and work
as a class-based clock for scheduling. If we execute the cf-execd binary without
any arguments, it will go to the background and execute cf -agent every five

[101
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minutes, which is the default time, unless we have specified a different value
in promises.cf. It may also send a mail if an e-mail address is configured in
promises.cf and if the SMTP service is running on the system.

¢ cf-know: This is the knowledge modeling agent responsible for building and
analyzing a semantic knowledge network.

¢ cf-monitord: The monitoring agent is a machine-learning, sampling daemon
which learns the normal state of the current host and classifies new observations
in terms of the patterns formed by previous ones. The data are made available to
and read by cf-agent for classification of responses to anomalous states. The
information about distributions can also be stored. The following switch may be
used for histograms:

--histograms, -H Store information about histograms/
distributions.

¢ cf-promises: Promise validator used to verify that the promises used by other
components of CFEngine are syntactically valid. A report about the configuration
can also be generated using the -r switch.

cf-runagent: Remote run agent used to run cf -agent on remote machines.

cf-serverd: The server daemon provides two services—it acts as a file server for
remote file copying and it allows an authorized cf -runagent to start a cf-agent
process and set certain additional classes with role based access control. The server
daemon starts at the default port 5308.

¢ cf-report: A self-knowledge extractor, which takes data stored in CFEngine's
embedded databases and converts them to human readable form. The reporting
agent is a merger between the older CFEngine programs cfshow and cfenvgraph. It
outputs data stored in CFEngine embedded databases in human readable form. It
can store information about distributions. We can generate reports in HTML or XML
format, using the following switches:

--html, -H Prints the report in HTML.
--XML, -X Prints the report in XML.

¢ cf-key: Key generation tool, run once on every host to create public/private key pairs
for secure communication.

All the above components may be found under the /usr/local/sbin directory (on
a CentOS or other similar systems; for other distributions please refer to the respective
distribution documentations).

nl



Getting Started with CFEngine

Testing the installation

One of the many advantages of CFEngine is that we may test the installation without being
the 'super' or 'root' user. This gives the power, to all the users new to CFEngine, to test the
installation without impacting any other services or functionality on/of the system.

Let's create a user 'Kai' to test our installation. After this compile and make the
software. For a normal user the work directory for CFEngine lies in the user's home
directory in .cfagent:

kai@mysystem$ mkdir -p ~/.cfagent/inputs

kai@mysystem$ mkdir -p ~/.cfagent/bin

kai@mysystem$ cd cfengine-<version number>

kai@mysystem$ cd src

kai@mysystem$ cp cf-* ~/.cfagent/bin

kai@mysystem$ cd ../inputs

kai@mysystem$ 1ls

cfengine stdlib.cf failsafe.cf library.cf site.
cf update.cf

kai@mysystem$ cp *.cf ~/.cfagent/inputs
Let's test the installation:

kaiemysystem$ ~/.cfagent/bin/cf-promises

kai@mysystem$ ~/.cfagent/bin/cf-promises -verbose

If there are any mistakes in configurations the promises won't be executed. Try editing the
input files under ~/ . cfagent/inputs and test the installation further.

Now we have installed and verified our installation, let's start with configuring CFEngine to
fulfill our demands.

CFEngine uses a workspace for storing the executables, promises file and other configuration
files. By default, CFEngine uses /var/cfengine directory as its workspace. The directory
does not get created after the installation on its own. To create this 'work' space one may run
the following command:

root@mysystem# cf-promises
This command will create a default directory structure for CFEngine workspace.

We may run the same commands as for the non-privileged user to add executables, promises
files, and other configuration files:
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root@mysystem# cd <cfengine source path>
root@mysystem# cp cf-* /var/cfengine/bin/
root@mysystem# cd ../inputs

root@mysystem# cp *.cf /var/cfengine/inputs/

You must have noticed a few more files which were created by default under the /var/
cfengine/inputs/ directory. These files set the environment for CFEngine. If there are no
arguments provided to cf-agent, these files are read by default. Let's see how these files
set the environment for CFEngine.

promises.cf

This is the first file to be read by cf-agent when run with no arguments. It should contain
all the basic configuration settings, including a list of other files to be included. It should have
a bundlesequence, at the minimum. This file may remain as it is except in cases where we
want to extend the bundlesequence. For a large setup consisting of heterogeneous grouping
of 'similar' hosts, we may want to have a different bundlesequence for each 'similar' class

of hosts. A basic promises. cf file may have the following sections defining various global
parameters for CFEngine; the following are a few of them which may be found in the default
promises.cf file:

¢ Abundlesequence
¢ Other files to be included

¢ Sections defining various promise controls

Let's see the default promises. cf file created after CFEngine installation:

HH#FHHHFHHAFH A HHAF R H A A S R R
# promises.ct
HH#FHHHFHHAEFH A F RS H AR A R
body common control {
bundlesequence => {

"update",

"garbage collection",

"main",

"cfengine"

}i
inputs => {

"update.cf",

"site.cf",

"library.cf"

}i
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A common control body describes those promises which are universal to all the
components of CFEngine. Hence, the common control promises impact the behavior
of all the CFEngine components.

Let's see what we defined for the common control body:

& First of all we define that this is the body for the common control body.

¢ Inthe common control body we define a bundlesequence which defines the order in
which the promise bundles would be executed. Here we define four bundles which

are "update", "garbage_collection", "main", and "cfengine".

¢ If you want more files to be included you may specify with the "inputs" constraint.
Here we specify four files, update.cf, site.cf, library.cf which come with
CFEngine. These included files that have additional promises which define the
default actions for CFEngine.

HHHHH A HHAFH A H A S A
body agent control

{

ifelapsed => "15";

}

HHHHH A HHAFH A H A S A
body monitor control # Define a promise type
{

forgetrate => "0.7";

histograms => "true";

}

HHHHH A HHAFH A H A S A
body executor control

{

splaytime => "1";

mailto => "cfengine mail@example.org"; The mail id on

which you want to
get the mail after
the task is executed.
smtpserver => "localhost";

mailmaxlines => "30";

}

In the same promises file there are a few more control promise bodies. In the previous
section we define three more control body promises, which are the agent control, monitor
control, and the executor control bodies:

(1]
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¢ An agent control body provides the details of the promises made by cf-agent.
Here, in the agent control body we defined the ifelapsed constraint. By default,
the value for this constraint is five minutes but there may be tasks which may run for
more than five minutes and hence we set this value to 15 minutes.

¢ A monitor control body provides the details for the promises made, as you'll find
in the file named cf -monitord. Here, in the monitor control body there are two
constraints defined: forgetrate and histograms. The forgetrate constraint
defines how quickly CFEngine forgets its previous history and this is expressed as
fraction weighting of new values over old values in two days, average computation.
The histogram constraint is used to enable or disable the creation of histograms
by CFEngine.

¢ An executor control body describes the settings which define the behavior of

cf-execd. Here, in the executor control body we define four constraints
splaytime, mailto, smtpserver, and mailmaxlines:

o splaytime defines the delay introduced by CFEngine while executing
promises on various hosts

o mailto defines the e-mail ID to which CFEngine sends mails

o smtpserver defines the SMTP server to be used by CFEngine for
relaying mails

0 mailmaxlines defines the maximum number of lines from the output
of promise execution which will be mailed to the e-mail ID

Please note that SMTPAUTH is not an option available which may be
% added to the executor control body, and hence the SMTP server should
e be open to the host for relaying mails.

body reporter control

{

reports => { "performance", "last seen", "monitor history" };
build directory => "$(sys.workdir) /reports";
report output => "html";
}
HHHHHAFHHAFH A HH A A H A H AR A
body runagent control
{
hosts => {

}i
}
HHHHHAFHHAFH A HH A A H A H AR A
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body server control

{

allowconnects => { "127.0.0.1" , "::1" };

allowallconnects => { "127.0.0.1" , "::1" };

trustkeysfrom => { "127.0.0.1" , "::1" };

# Make updates and runs happen in one

cfruncommand => "$(sys.workdir) /bin/cf-agent -f failsafe.
cf && $(sys.workdir) /bin/cf-agent";

allowusers => { "root" };

}

The other three control bodies in the promises. cf file are reporter control, runagent
control, and server control:

¢ The reporter control defines promises for the reports that need to be generated.

Here we specify the following reports: performance, last_seen, and monitor_history.
In addition to this we specify the directory the reports will be written to with the
help of the build dirctory constraint. Finally, we also define the type of output
for the reports as HTML.

In the runagent control body we provide the name or IP address of the hosts to
which CFEngine attempts to connect.

In the server control body we define the hosts which may connect to the CFEngine
server port with the help of the allowconnects constraint. In addition to this
we also define a list of hosts which may have more than one connection to the
CFEngine server port with the help of allowallconnects. Finally, we specify the
hosts from which CFEngine may accept public keys on the basis of trust.

Other than the promises. cf file there are a few other files which define the default
behavior of CFEngine. These files are:

L 4

sites.cf: This file is used to add site-specific configuration. We may define site
specific bundles. Global variables may be defined under common bundles.

update. cf: This file should never change. The file defines the environment for
CFEngine when it is updated. We need to ensure that the update.cf is readable
by both the versions of CFEngine.

library.cf: In this file we may define various editbundles.

failsafe.cf: This file should never change. It ensures that the CFEngine

system has upgraded gracefully even when there are errors. The CFEngine system,
if unable to read or parse the contents in any of the above files, will failover to this
failsafe configuration.

cfengine stdlib.cf: Thisis a standard library of definitions which can be used
in building solutions with CFEngine. The library has standard tasks predefined,
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contributed by the CFEngine community, which may be used while automating
tasks with CFEngine. For using the standard predefined tasks we need to include the
cfengine stdlib.cf file while writing various CFEngine tasks. The library can be
included as:

body common control

{
Inputs => { "cfengine stdlib.cf" };

}

Time for action - listing open ports and associated services

We need to create promises file for CFEngine which gives us the open ports and the services
running on these ports:

1. Copy and paste the following text in the promises file, which may be named as
portcheck.cft:

body common control

bundlesequence => {'portcheck'};

version => "1.1.0";

}
HH#FHHHFHHAEFHHEF RS H SR R R
bundle agent portcheck

{

commands :

"/bin/netstat"

args => "-lnpt",

contain => standard,

classes => cdefine("followup", "alert");
followup::

"/bin/ls"
contain => standard;
reports:
alert::

"What happened?";

}
HHHHHHHHHEHEHEHEHEHEHEHEEEHEEEE R

[l
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body contain standard
{
exec_owner => "root";
useshell => "true";
}
HEHHHHEHAH S HEH S H S H S A R S
body classes cdefine(class,alert)
{
promise repaired => { "$(class)" };
repair failed => { "$(alert)" };

}

The above example uses all the main features of CFEngine: promises, control,

bundles, bodies, and variables

Let's verify the above example and see if we made a mistake. For this we use the
new CFEngine program, cf -promises. Let's assume you copied the text in the file
portcheck.cft.

root@mysystem# cd /var/cfengine/inputs/
root@mysystem# cf-promises -f ./portcheck.cf

If there is no output, congratulations we have got it all correct. Now let's run the above
command to give us a verbose output.

root@mysystem# cf-promises -v -f ./portcheck.ct

HHHHHHHHH

Cf3 CFEngine - autonomous configuration engine - commence self-
diagnostic prelude

CE3 mm
cf3 Work directory is /var/cfengine

cf3 Checking integrity of the state database

cf3 Checking integrity of the module directory

cf3 Checking integrity of the PKI directory

cf3 Looking for a source of entropy in /var/cfengine/state/cf

observations.db

cf3

couldn't find a private key (/var/cfengine/ppkeys/localhost.priv)

- use cf-key to get one

cf3

11l System error for fopen: "No such file or directory"
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cf3 -> Inputs are valid

FHEFHH RS

to get one

We can see in the output above that there was an error reported as below
cf3 Couldn't find a private key (/var/cfengine/ppkeys/localhost.priv) - use cf-key

& cf3 11l System error for fopen: "No such file or directory"
Lo

The error occurs because we have not generated a key file using cf-key. This has
not been done because currently whatever we executing is being executed on
the local machine and the keys are required for remote authentication. We'll
need the keys when want to execute this same example on multiple servers.

The last line is of interest as it says, all looks good. Now we have verified the file, let's
execute this and see what the output we get is. You may want to change the user with which

you want to run this example.

root@mysystem# cf-agent -f ./portcheck.ct

The non verbose output of the script looks something like this:

[root@mysystem] # cf-agent -f ./portcheck.ct

Q: "...in/netstat -lpn": Active Internet connections

Q: "...in/netstat -lpn": Proto Recv-Q Send-Q Local Address

Address State ID/Program name

Q: "...in/netstat -lpn": tcp 0 0 172.16.3.113:80
0.0.0.0:%* LISTEN 2475/varnishd

Q: "...in/netstat -lpn": tcp 0 0 192.168.122.1:53
0.0.0.0:% LISTEN 2463 /dnsmasq

Q: "...in/netstat -lpn": tcp 0 0 :::22
HEER LISTEN 2132/sshd

Q: "...in/netstat -lpn": tcp 0 0 :::5308
R LISTEN 5676/cf-serverd

I: Last 6 QUOTed lines were generated by pr

".../bin/lsg": portcheck.ct

I: Last 1 QUOTed lines were generated by promiser "/bin/ls"

(only servers)

Foreign

omiser "/bin/netstat -lpnt"

The output gives us the respective TCP ports and the services running on these ports

as required.

1191




Getting Started with CFEngine

The command can also be run with an '-r' option to generate reports. The report is generated
in a text or HTML format. The generic name given to the created files are promises_output_
component-type.html.

What just happened?

We defined a promise control type. Under this control promise we defined a
bundlesequence, portcheck. Multiple bundles may be added in the order we want them
to be executed, as comma-separated entries. Next we defined the attributes for this bundle
agent portcheck, which has a command promise defined that gets the list of open ports
and the services associated with them. Under the same portcheck bundle agent promise
we defined two classes, followup and alert. The class alert fires alerts on the number
of promises repaired and how many failed to repair. The followup class is defined to just
get the listing of files under the directory from which the command was executed.

Once we execute the promises file with cf-agent we may see that in the output we get
the TCP ports open on the system, the status of the port, the service associated with the
open port, and the corresponding PID of the service associated with the port. The above
promises may be used to audit the services and the associated ports on a host. One may
use it to create a map of services running on a host or may also be used as an 'auto
discovery' promise.

Time for action - creating a file under your home directory

1. Now, we'll see how to use CFEngine to create a file called "test" under your home
directory /root and change its permissions to -rwxr-xr--:

2. Paste the following text in a file named file-perms-test.cf. We'll use the most
basic promises, to keep it simple:
# Define a promise type
body common control

{

# Define a bundle sequence
bundlesequence => { "checkperms" };
# Include cfengine stdlib.cf

inputs => { "cfengine stdlib.cf" };
version => "1.0.0";

}

bundle agent checkperms # Define a bundle agent

{

files:
# Define the file to
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# be created and checked
"/root/test"
create => "true",
# Create the file
perms => m("754");
# Set the permissions to
# '-rwxr-xr--"'

3. Let's verify the file:

root@mysystem# cd /var/cfengine/inputs
root@mysystem# cf-promise -f file-perms-test.cf

cf3 CFEngine - autonomous configuration engine - commence
self-diagnostic prelude
cf3 -

cf3 Work directory is /var/cfengine

cf3 Checking integrity of the module directory
cf3 Checking integrity of the PKI directory
cf3 Initiate variable convergence...

cf3 -> Inputs are valid

root@mysystem#

The above output verifies that we got the definitions and inputs correct.

4. Now let's execute the previous example:
root@mysystem# cd /var/cfengine/inputs
root@mysystem# cf-agent -f file-perms-test.cf
root@mysystem# ls -1lh /root
total 0
-rwxr-xr-- 1 root root 0 Oct 6 17:39 test
root@mysystem#

You will see that a file by the name "test" was created under /root with -rwxr-
Xr-- permissions.

What just happened?

We defined a bundlesequence under the common control body having a single bundle
named checkperms. Next we defined the file CFEngine stdlib.cf to be included with
the inputs promise. In the third step we defined the file which needs to be created and
permissions which need to be set under the file's promise type.
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While running the promise for the first time it may be a possibility that the file does not
exist. We defined that if the file does not exist then CFEngine needs to create it by setting the
value of the create constraint to true, in case the file does not exist. As the final step we
defined the file permissions which we want the file to exit with.

1.

2
3.
4

Name the core theory on which CFEngine is based.
Which file is read by cf -agent, by default, when run without an argument?
Name three promise types we came across in this chapter.

Which directory serves as the workspace for CFEngine, by default?

Time for action - deleting log files

We need to write a promises file for deleting all the log files under the directory /var/log
which match the regex "mlog.*":

1.

Paste the following lines in the promises file of your choice. Let's say the file's
nameis files log delete.cf, whichis underthe /var/cfengine/inputs
directory.

body common control

{

bundlesequence => {

"mlog files"
bi

version => "1.1.1";

}
HHHAHHHFHHHHHASHH A H A RS H A S A R
bundle agent mlog files
{
files:

"/var/log"

delete => tidyfiles,

file select => mlog,

depth search => recurse("inf");
}
HHHAHHHFHHHHHASHH A H A RS H A S A R
body file select mlog
{
leaf name => { "mlog.*" };
file result => "leaf name";
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}
HHHHHAFHHAFH A HHAFHH SRS HHAFHHAFH A H RS HAHH
body depth search recurse(d)

{

depth => "s(d)";

}
HHHHHHHHHAHHHAHHH
body delete tidyfiles

{
dirlinks => "delete";

rmdirs => "true";

}

Let's see which files which need to be deleted from the/var/1log directory:

roote@mysystem# cd /var/log
root@mysystem#f 1ls -1lh mlog.*

“rW------- 1 root root 3.2K Oct 8 10:31 mlog.1l
-rW------- 1 root root 2.8K Oct 8 10:31 mlog.2
-YW------- 1 root root 2.8K Oct 8 10:31 mlog.3

Let's verify the promises and inputs using cf-promises:

root@mysystem#
root@mysystem# cf-promises -f ./files log delete.cf
root@mysystem#

As there are no errors we are good to go.

Execute the previous code with cf-agent:

root@mysystem# cf-agent -f ./files _log delete
root@mysystem#

Let's check whether the files were removed:

roote@mysystem# cd /var/log
root@mysystem# 1ls -1lh mlog.*

ls: mlog.*: No such file or directory
root@mysystem#
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What just happened?

We defined a common control promise. Next we defined a bundlesequence with only one
bundle named mlog files. To define the base directory under which the files need to be
deleted we defined the £iles promise and provide the path of the base directory as '/var/
log'. For selecting the files, the depth to which the files should be searched and deleting
them, we define the promises 'file_select’, 'delete’, and 'depth_search’, respectively. As the
last step we define the bodies for the above three promises wherein we provide the criterion
for selecting the files, the depth to which CFEngine should go to search for the files in the
directory '/var/log', and finally the attributes for deleting the selected files.

sSummary

Let's summarize what all we learnt in this chapter:

¢ Installing and testing your CFEngine installation. We also saw how cfengine may
be tested without being a super user. This may be used to run tests on your
CFEngine installation before you go live. Significance of cf-promises, cf-agent,
cf-report, cf-execd, cf-runagent, cf-key, cf-monitord, cf-know, and cf-serverd.
We also looked at how these commands may be used for verification, reporting,
remote promise execution, and performing various CFEngine tasks.

¢ Available promise types like files, vars, commands, and others. Defining various
promise types and their usage.

¢ How to write promise files. Verifying the promises using "cf-promises" and running
our tasks with "cf-agent".

Now that we have learned how to install CFEngine, write basic promises, verify them, and
execute them on a standalone system, we are ready to move to the next chapter where we
will configure systems using CFEngine.
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The beauty of CFEngine is that we can execute tasks on multiple systems
seamlessly. In the previous chapter we saw how to write CFEngine promises;

in this chapter we will see how to distribute those promises on multiple systems
so that the remote systems may change their state as per the promises.

In this chapter we shall learn about:

The CFEngine architecture
Installing software

Configuring users and groups

* 6 o o

Configuring services

As we already know, CFEngine works on the theory of promises. The promises need to be
distributed to multiple systems so that the systems may change their state accordingly.
Unlike conventional tools, CFEngine works on the principle of "voluntary cooperation".
Rather than "pushing" the promises on remote systems CFEngine expects the remote
systems to "pull" the changes from the CFEngine file server and execute the promises

at their will. CFEngine, by design, cannot force its will onto other systems. At best, it can
trigger a signal to remote systems and ask them to collect the changed file, at their will.
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How do CFEngine components communicate?

There are three basic components involved in CFEngine communication.

L 4

Cf-serverd: Cf-serverd is a daemon that acts as file server and also receives
requests for execution of policy files on individual hosts. The execution of policy files
is dependent on the access control restrictions described in the server control body
and the server bundles. This is a daemon which needs to run on the policy server
and acts as a distribution point for the necessary configuration files required by the
clients. The policy files should be maintained on a version control system accessible
by all the hosts.

Cf-agent: The configuration engine's only contact with the network is through
remote copy requests. It does not and cannot grant any access to a system from
the network. It is only able to request access to files from the server component.
The mechanism works in such a way that the updated policy files from the policy
distribution server are first transferred to the individual hosts as per the promises
in failsafe.cf and then these promises are executed at individual hosts on the
basis of the promises . cf file. The next diagram explains this "two stage" process.

Cf-execd: Cf-execd is a daemon which runs cf -agent at regular or user defined
intervals. Use of cf-execd is the recommended way of running cf -agent instead
of using cron to run cf-agent. The cf-execd daemon is affected by changes in
common and executor control bodies.
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¢ Cf-runagent: This is a simple initiation program that can be used to run cf-agent
on a number of remote hosts. It cannot be run to tell cf-agent what to do; it
can only ask cf-serverd on the remote host to run cf-agent with its existing
configuration. Privileges can be granted to users to provide a kind of Role Based
Access Control to certain parts of existing policy. These three components are
everything we need for effective distribution of resources for systems.

Let's see how the three components work together in tandem to make CFEngine one of the
best system automation tools available. The following diagram shows policy decision flow:

Policy Definition point and
Version control repository

Policy distribution servers
- s | /var/cfengine/masterfiles

Policy Distribution Servers
Mvar/cfengine/masterfiles

% E Client Servers

Cos o8| pvar/cfengine/inputs

Client Servers E

Mvar/cfengine/inputs |3

In the preceding diagram, the Policy Distribution Servers have the master files that need to
be distributed to the remote systems. Now, to maintain consistency, the policies should first
be committed to a version control system and the policy distribution servers should pull files
from the version control system to distribute them to the remote hosts. You can use any of
the widely available version control systems such as SVN, CVS, or GIT. The preceding diagram
shows a similar process. This will also help track changes to policy files.

The number of Policy Distribution Servers may depend on the size of the infrastructure.
If the remote servers are distributed geographically, it makes sense to have a "Policy
Distribution Server" at each location, which serves the systems at that location. All the
remote systems connect to the Policy Distribution Servers and download the updates.
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_ During this process, CFEngine verifies that the system clocks of the two hosts

% are reasonably synchronized. In case they are not, it does not permit copying

%" of a file to the remote server unless the denybadclocks is set to false in the
server control body.

Apart from verifying system clocks, CFEngine takes a step ahead and does not copy the
updated file to its destination directly. The new files are copied to the remote hosts in the
following manner:

CFEngine copies the new updated file from the remote Policy Distribution Server as a new
file on the same file system as the destination file. The new file being copied has the suffix
.cfnew. This transfer of policy files from the Policy Distribution Server is done on the basis
of promises in failsafe.cf. When cf-agent is run it first executes failsafe.cf and
updates the policy files from the policy distribution server to the local host. Once the file has
been successfully copied to the destination file system cfagent makes a copy of the old file
and renames the new file. This is done on the basis of promises in promises.cf.

In the preceding description we again come across the the "two stage" process of copying
files from the policy distribution server and executing the same. CFEngine being a flexible
framework, it allows merging the two stages so that both the stages may be handled by a
single policy file promises.cf, although this approach is not recommended. By default,
this is a two stage process and each process is handled by a different policy file and this is
how it should be set up. This is strongly recommended so that a failure at stage 1 does not
impact stage 2. As an additional precaution one should ensure that promises.cf only be
executed once the network transfer as per failsafe.cf has been correctly completed. This
can be done with the help of the following entry in the cf-execd command statement or
providing a file with this entry to the cf-execd command as an argument:

#var/cfengine/bin/cf-agent -f /var/cfengine/inputs/failsafe.cf && /var/
cfengine--------- /bin/cf-agent

The preceding command ensures that promises. cf is executed only if the network transfer
is completed correctly.

The above two stages are executed so as to take care of interruptions in network
connections and to avoid race conditions. CFEngine also sets a timeout of a few seconds for
network connections to prevent processes from hanging. One of the various advantages of
using CFEngine is that no "root" or "administrator" privileges are needed for CFEngine on the
local host. We just need to start the daemon as "root".
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A centralized CFEngine policy server is the core of the CFEngine framework. This helps
CFEngine to scale as the changes need to be pushed only to the centralized policy server
and the rest of the infrastructure is updated from there. Let's try to configure a policy server.

After installing CFEngine on the selected policy server as discussed in Chapter 1, Getting
Started with CFEngine, we need to execute the following steps: to configure a centralized
policy server.

1. Switch to root user on the policy server:

user@myl.system.com$ su -

2. Create a source repository for the policy files:

root@mylsystem.com# mkdir -p /var/cfengine/masterfiles

3. For demonstration, we will copy a few sample policy files already available with the
CFEngine installation:

root@myl.system.com# cp /usr/local/share/doc/cfengine/inputs/*.cf
/var/cfengine/masterfiles

root@mylsystem.com# cp /usr/local/share/doc/cfengine/cfengine
stdlib.cf /var/cfengine/masterfiles/

4. Now let's generate the public-private keys for the policy distribution server:

root@myl.system.com# /usr/local/sbin/cf-key

The preceding command generates a public-private key pair under /var/
cfengine/ppkeys. Let's check that the keys were created using the
following command:

root@myl.system.com# ls /var/cfengine/ppkeys/
localhost.priv localhost.pub

root@mylsystem.com#

As we just saw, a pair of public-private keys were generated as well as the hashed
keys for remote hosts. The CFEngine key exchange mechanism works similarly to
how the key exchange mechanism of OpenSSH works, which means that it is a
peer-to-peer key exchange mechanism rather than a central certificate authority
model. Once you have selected and told CFEngine which keys to accept, the key
exchange is handled by CFEngine. The public keys of the policy distribution server
are cached by the clients so, if the keys of the policy distribution server are lost,
you will have to generate the key again with cf-key and also purge the old cached
key from the clients manually. Therefore, the key for the policy distribution server
should always be backed up.
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5. Now let's start CFEngine.

To start CFEngine we need to run a cf-serverd daemon. The cf-serverd
daemon reads the promises.cf which defines the server control and access
control promises. Let's see a promises . cf configuration file.

body server control ({

skipverify => { "172.16.3.*" };
allowconnects => { "172.16.3.*" };
allowallconnects => { "172.16.3.*" };
logallconnections => "true";

bindtointerface => "172.16.3.113";

cfruncommand => "$(sys.workdir) /bin/cf-agent";
allowusers => { "root" };

}

The preceding server control promise defined the following variables:

o skipverify defines a list of IP addresses for which DNS binding checks
should to be skipped

o allowconnects defines a list of IP addresses that are allowed to connect
to the CFEngine policy distribution server

o allowallconnects defines a list of IP addresses that are allowed to have
more than one connection to the CFEngine policy distribution port

o bindtointerface defines the network interface to which the cf -
serverd daemon binds

o cfruncommand defines the path to the cf -agent command

o allowusers defines the user with which the clients are allowed to connect
to the server port

The access control bundle defines who is allowed to access what files and directories. Shown
next is an access control bundle defined in site.cf:

bundle server access_rules()

{

access:
"/var/cfengine/inputs"
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admit => { "172.16.3.*" };
"/var/cfengine/masterfiles"
admit => { "172.16.3.*" };

}

This access control defined the following:

o admit defines a list of IP addresses that are allowed to access the files and
directories under /var/cfengine/inputs.

Let's start the CFEngine server daemon with the command cf-serverd and see
what happens.

root@myl.system.com# cf-serverd -v

cf3> Cfengine - autonomous configuration engine - commence self-
diagnostic prelude

cf3>

cf3>

cf3>

cf3>

cf3>

cf3>

->

->

Loaded private key /var/cfengine/ppkeys/localhost.priv

Loaded public key /var/cfengine/ppkeys/localhost.pub

Setting cfengine default port to 5308 = 5308

Cfengine - 3.1.5 Copyright (C) Cfengine AS 2008,2010-

SET

SET

SET

SET

SET

Skip verify connections from ...

Allowing connections from ...

Allowing multiple connections from ...

bindtointerface = 172.16.3.113

cfruncommand = /var/cfengine/bin/cf-agent
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cf3> SET Allowing users ...

cf3> Summarize control promises

cf3> Granted access to paths :

cf3> Path: /var/cfengine (encrypt=0)

cf3> Admit: 172.16.3.* root=

cf3> Path: $(g.inputfiles) (encrypt=0)

cf3> Admit: 172.16.3.* root=

cf3> Path: $(g.masterfiles) (encrypt=0)

cf3> Admit: 172.16.3.* root=

cf3> Denied access to paths :

cf3> Path: /var/cfengine

cf3> Path: $(g.inputfiles)

cf3> Path: $(g.masterfiles)

cf3> -> Host IPs allowed connection access :

cf3> .... IP: 172.16.3.%*

cf3> Host IPs denied connection access :

cf3> Host IPs allowed multiple connection access :

cf3> .... IP: 172.16.3.%*

[321



Chapter 2

cf3> Host IPs from whom we shall accept public keys on trust :

cf3> Users from whom we accept connections :

cf3> .... USERS: root

cf3> Host IPs from NAT which we don't verify :

cf3> .... IP: 172.16.3.%*

cf3> Dynamical Host IPs (e.g. DHCP) whose bindings could vary over time :

cf3> Listening for connections ...

cf3> -> Writing last-seen observations

cf3> -> Keyring is empty

cf3> -> Accepting a connection

cf3> Accepting connection from "172.16.3.178"

cf3> New connection...(from 172.16.3.178:sd 4)

cf3> Spawning new thread...

cf3> Allowing 172.16.3.178 to connect without (re)checking ID

cf3> Non-verified Host ID is mylO.system.com (Using skipverify)

cf3> Non-verified User ID seems to be root (Using skipverify)

cf3> -> Public key identity of host "172.16.3.178" is "MD5=a6d18c07c396c
fele74cda464493a2ec"
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cf3> -> Last saw 172.16.3.178 (-MD5=a6dl18c07c396cfele74cda464493a2ec)
first time now

cf3> -> Going to secondary storage for key

cf3> -> Going to secondary storage for key

cf3> A public key was already known from mylO.system.com/172.16.3.178 -
no trust required

cf3> Adding IP 172.16.3.178 to SkipVerify - no need to check this if we
have a key

cf3> Adding IP 172.16.3.178 to SkipVerify - no need to check this if we
have a key

cf3> The public key identity was confirmed as root@mylO.system.com

cf3> -> Strong authentication of client myl0.system.com/172.16.3.178
achieved

cf3> -> Receiving session key from client (size=256)...

cf3> Found a matching rule in access list (/var/cfengine/masterfiles in
/var/cfengine)

cf3> Host myl0.system.com granted access to /var/cfengine/masterfiles

cf3> Found a matching rule in access list (/var/cfengine/masterfiles in
/var/cfengine)

Let's see what happened when we started the cf-serverd daemon. When we started
the cf-serverd daemon it first checks the work directory /var/cfengine. After this

it verifies the integrity of the system state database, module directory, the PKI directory,
and then loads the public-private key pair from the directory /var/cfengine/ppkeys.
Once that it is done it sets the default port to 5308. Next, it verifies the syntax of the base
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configuration files. After this, CFEngine sets the grants and permissions defined in the server
control body and access_rules bundle. It sets the IP addresses or host names of the hosts
that are allowed to connect to the server, which are allowed to make multiple connections
to the server and keys from which hosts should be trusted. It also sets the name of the users
that are allowed to connect. The CFEngine policy distribution server is now ready to serve
configuration files to the clients.

We now have a CFEngine server that can be used to distribute policy files to other hosts.
Let's assume we have m number of systems with host name my(n).system.com where n
ranges from 1 to m. We need to install CFEngine on all these m systems which may pull
updates from the centralized CFEngine repository. | have deliberately kept the host name
for the the central policy repository server as my1.system.com.

To connect to a CFEngine server maintaining the policy repository the client hosts will need:

An IPV4 or IPV6 address configured on the client host.
A client program—cf -agent, which may connect to a CFEngine server.

A public-private key pair—the keys may be created by running cf-key. The keys are
stored in the directory /var/cfengine/ppkeys. One can check the server and key
mappings as follows:

root@myl.system.com# cf-key -s

Direction IP Name

Key
Outgoing 172.16.3.178 myl0.system.com MD5=a6d18c07c396cfe
le74cda464493a2ec

¢ Permissions to connect to the CFEngine server—the client host and key by name
or IP address should be allowed to connect to the CFEngine server. This is done by
granting access to the client in the server control body and with access rules. Here is
a sample configuration from promises.cf:

body server control

{

port => '5308';

allowconnects => { "127.0.0.1", "::1", " *\.my*\.system\.
com" };
allowallconnects => { "127.0.0.1", "::1", ".*\.my*\.system\.
com" };
cfruncommand => "$(sys.workdir) /bin/cf-agent -f failsafe.

cf && $(sys.workdir) /bin/cf-agent";

}
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In this server control body, we see how various access rules have been specified for
connections, multiple connections, and trustkeys.

& Atrust relation between the client and the CFEngine server based on the client's
and server's public keys. The host names and IP addresses for the hosts that you
trust may be specified as follows:

body server control

{

trustkeysfrom => { "127.0.0.1", "::1",  "ox\.my*\.
system\.com" };

The username with which the clients connect to the CFEngine server port should be
mentioned inside the server bundle as follows:

body server control

{

allowusers => { "root" };

}

¢ We also need to specify the folders and directories on the policy distribution server
to which the clients have access. This is defined in the server bundle within the
configuration file site.cf. Here is a configuration snippet from site.cf:

bundle server access policy
{
access:
"/var/cfengine/masterfilesg"
admit => { "172.16.3.*", ....};
deny => { "10.0.0\..*"};

}

If all these conditions are met, a connection between the client host and the CFEngine server
is established and data may be transferred between client and server. To understand how
this communication between the CFEngine server and the client host takes place, let's see

an example which uses a simple copy from promise and copies the files from the policy
distribution server to itself. We will also see in this example which configuration files play a
part when the communication starts and completes.

Time for action - taking file hackups

1. Let's write a configuration file for backing up important configuration files under /
etc/sysconfig on a remote server.

2. We will use the copy_from promise for this. You may use the following lines in your
configuration file user data bkup.cf:

{bundle agent backup
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{

files:

"/mnt /backup"

copy_from => remote cp( "/etc/sysconfig", "172.16.3.113"),
depth search => recurse("inf"),

}

body copy from remote cp(user data,user server)

{

source => "$(user_data)";
servers => "$(user server)";
trustkey => '"true";

verify => "true";

}

Now as a best practice, the file user data_ bkup.c£ should be committed
to a version control system which may be a SVN or CVS from which the policy
distribution server may do a "headless" checkout and get a copy of the file.

Let's first check the output of cf-serverd on the policy distribution server.
You may also start the cf-serverd daemon with an alternate configuration
file cf-serverd.cf which can take care of restarting the daemon in case the
server is not running. Shown next is the configuration that you could use for
the same:

bundle agent server
vars:
"rc_d" string => "/usr/local/etc/rc.d";
processes:
policy servers::
"cf-serverd"
restart class => "start cfserverd";
commands :
start cfserverd::

"$(rc_d) /cf-serverd start";
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Shown next is the output of cf-serverd -v on the CFEngine server:

root@mylOsystem.com# cf-serverd -v -f /var/cfengine/inputs/cf-
serverd.cf

cf3> Cfengine - autonomous configuration engine - commence self-
diagnostic prelude

cf3> Work directory is /var/cfengine

cf3> Setting cfengine default port to 5308 = 5308
cf3> Reference time set to Mon Jun 20 21:01:06 2011
cf3> Cfengine - 3.1.5 Copyright (C) Cfengine AS 2008,2010-

cf3> > Parsing file /var/cfengine/inputs/cf-serverd.cf

Cf3> *hkkkhkhkhhkhhhhhkhhhhhhhhhkhhhhhhhkhhhhhhhkhhkhhhhhkhkhhhhhkhhkhkhkk

cf3> Server control promises..

Cf3> *hkkkhkhkhhkhhhhhkhhhhhhhkhhkhhhhhhhkhhhhhkhhkhhkhhhhhkhkhhhhhkhhkhkhkk

cf3> SET default portnumber = 5308 = 5308 = 5308

cf3> SET Allowing connections from ...

cf3> SET Allowing multiple connections from ...

cf3> SET Trust keys from ...

cf3> SET bindtointerface = 172.16.3.113

cf3> SET Skip verify connections from ...

cf3> SET denybadclocks = 0

cf3> SET cfruncommand = /var/cfengine/bin/cf-agent -f failsafe.cf
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&& /var/cfengine/bin/cf-agent

cf3> SET Allowing users ...

cf3> Summarize control promises

cf3> Granted access to paths :

cf3> Denied access to paths :

cf3> -> Host IPs allowed connection access :

cf3> .... IP: 127.0.0.1

[y

cf3d> .... IP: :

cf3> .... IP: 172.16.3.%*

cf3> Host IPs denied connection access :

cf3> Host IPs allowed multiple connection access :

cf3> .... IP: 127.0.0.1

[y

cf3d> .... IP: :

cf3> .... IP: 172.16.3.%*

cf3> Host IPs from whom we shall accept public keys on trust :

cf3> .... IP: 127.0.0.1

[y

cf3d> .... IP: :

cf3> .... IP: 172.16.3.%*
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cf3> Users from whom we accept connections :

cf3> .... USERS: root

cf3> Host IPs from NAT which we don't verify :

cf3> .... IP: 172.16.3.%*

cf3> Dynamical Host IPs (e.g. DHCP) whose bindings could vary over
time :

cf3> Listening for connections ...

cf3> -> Writing last-seen observations

cf-serverd gets the server control parameters from promises.cf. Let's see the
server control body from promises. cf for this policy distribution server:

body server control

port => "5308";

allowconnects => { "127.0.0.1", "::1", "172.16.3.%*" };
allowallconnects => { "127.0.0.1", "::1", "172.16.3.%" };
trustkeysfrom => { "127.0.0.1", "::1", "172.16.3.*" };
bindtointerface => "172.16.3.113";

skipverify => { "172.16.3.*" };

# Make updates and runs happen in one

cfruncommand => "$(sys.workdir) /bin/cf-agent -f failsafe.
cf && $(sys.workdir) /bin/cf-agent";

allowusers => { "root" };
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}

The server control body from promises. cf tells the cf-serverd daemon to start
on port 5308 of the specified interface, checks the syntax of various configuration
files, and allows access to remote hosts as specified in the server control bundle.

Now let's execute the cf-agent on the client:

root@myl0.system.comffcf-agent -v -f /var/cfengine/inputs/failsafe.
cf

cf3> Cfengine - autonomous configuration engine - commence self-
diagnostic prelude

cf3> Work directory is /var/cfenginecf3> -> Loaded private key /
var/cfengine/ppkeys/localhost.priv

cf3> -> Loaded public key /var/cfengine/ppkeys/localhost.pub
cf3> Setting cfengine default port to 5308 = 5308

cf3> Cfengine - 3.1.5 Copyright (C) Cfengine AS 2008,2010-

cf3> -> Input file is outside default repository, wvalidating it
cf3> -> Promises seem to change

cf3> -> Input file is changed since last validation, validating
it

cf3> -> Verifying the syntax of the inputs..

cf3> -> Input file is outside default repository, wvalidating it
cf3> -> Promises seem to change

cf3> -> Input file is changed since last validation, validating
it

cf3> -> Verifying the syntax of the inputs..

cf3> No existing connection to 172.16.3.113 is established...
cf3> Set cfengine port number to 5308 = 5308

cf3> Set connection timeout to 10

cf3> Connect to 172.16.3.113 = 172.16.3.113, port = (5308=5308)

cf3> -> Matched IP 172.16.3.113 to key MD5=aba77e2d0baf5ab33a464e
85cb5d37ac

cf3> -> Going to secondary storage for key

CEf3> L.ttt ittt i [.hia.i.1l.] ..ttt iieeeneneeccencnnnnns
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cf3> Strong authentication of server=172.16.3.113 connection
confirmed

cf3> -> Public key identity of host "172.16.3.113" is "MD5=aba77e
2d0baf5ab33a464e85cb5d37ac™"

cf3> -> Last saw 172.16.3.113 (+MD5=aba77e2d0baf5ab33a464e85cb5d3
7ac) first time now

cf3> -> Going to secondary storage for key
cf3> ->> Entering /var/cfengine/masterfiles....
cf3> -> File permissions on /var/cfengine/inputs/user data bkup.

cf as promised

cf3> -> File /var/cfengine/inputs/user data bkup.cf is an up to
date copy of source

cf3> Performance (Copy(172.16.3.113:/var/cfengine/masterfiles > /
var/cfengine/inputs)): time=0.2074 secs, av=0.2077 +/- 0.0381

cf3> Existing connection just became free..

Now let's execute the configuration file user data bkup.cf and see
what happens.

Let's first check the contents of /mnt.
root@myl0.system.com# ls -1lh /mnt
total 0

root@myl0.system.com#

Now let's execute user data bkup.cf using cf-agent

root@myl0.system.com# cf-agent -v -f /var/cfengine/inputs/user
data bkup.cf

cf3> -> Copy file /mnt/backup from /etc/sysconfig check
cf3> No existing connection to 172.16.3.113 is established...
cf3> Set cfengine port number to 5308 = 5308

cf3> Set connection timeout to 10

cf3> -> Connect to 172.16.3.113 = 172.16.3.113 on port 5308

cf3> -> Matched IP 172.16.3.113 to key MD5=aba77e2d0baf5ab33a464e
85cb5d37ac

[42]



Chapter 2

cf3> -> Going to secondary storage for key

Cf3> L.ttt ittt i [.hia.i.1l.] ..ttt iieeennneeeccncnnnnns

cf3> Strong authentication of server=172.16.3.113 connection
confirmed

cf3> -> Public key identity of host "172.16.3.113" is "MD5=aba77e
2d0baf5ab33a464e85cb5d37ac™"

cf3> -> Last saw 172.16.3.113 (+MD5=aba77e2d0baf5ab33a464e85cb5d3
7ac) first time now

cf3> -> Going to secondary storage for key

cf3> ->> Entering /etc/sysconfig

cf3> -> /mnt/backup/iptables-config wasn't at destination
(copying)

cf3> -> Copying from 172.16.3.113:/etc/sysconfig/iptables-
configcf3> -> Copy of regular file succeeded /etc/sysconfig/
iptables-config to /mnt/backup/iptables-config.cfnew

cf3> ?? Final verification of transmission ...

cf3> -> New file /mnt/backup/iptables-config.cfnew transmitted
correctly - verified

cf3> -> Updated file from 172.16.3.113:/etc/sysconfig/iptables-
config

cf3> -> /mnt/backup/firstboot wasn't at destination (copying)
cf3> -> Copying from 172.16.3.113:/etc/sysconfig/firstboot

cf3> -> Copy of regular file succeeded /etc/sysconfig/firstboot
to /mnt/backup/firstboot.cfnew

cf3> ?? Final verification of transmission ...

cf3> -> New file /mnt/backup/firstboot.cfnew transmitted
correctly - verified

cf3> -> Updated file from 172.16.3.113:/etc/sysconfig/firstboot

The promises seem to have executed properly; let's check the contents of /mnt folder.
root@myl0.system.com# ls -1lh /mnt

total 4.0K

drwxr-xr-x 9 root root 4.0K Jun 20 23:59 backup

root@myl0.system.com#ls -lh /mnt/backup

total 232K
-IW----=--- 1l root root 646 Jun 20 23:59 auditd
-rw------- 1 root root 297 Jun 20 23:59 authconfig
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-rw------- 1l root root 3.2K Jun 20 23:59 autofs

-rw------- 1 root root 391 Jun 20 23:59 wpa supplicant

This output shows that a new directory backup was created under /mnt which
contains a backup of all the files under /etc/sysconfig from the host with the IP
address 172.16.3.113.

What just happened?

We wanted to see how the copy from promise works in detail. To understand it we took
an example where we wanted to back up the important configuration files under /etc/
sysconfig on the host with IP address 172.16.3.113 to a remote backup directory /
mnt /backup on the host with IP address 172.16.3.178. For this we need to allow access
to the directory /etc/sysconfigon 172.16.3.113 for the remote host 172.16.3.178.
For this you would add the below lines to your access-rules server bundle in the
configuration file site.cf.

bundle server access_rules

{

"/etc/sysconfig"

admit => { "172.16.3.*" };

}

Next we wrote a configuration file user data bkup.cf under var/cfengine/
masterfiles, on the policy server, in which we used the copy from promise to copy all
the configuration files under /etc/sysconfigon172.16.3.113t0172.16.3.178.

We checkout the file from the master policy server to the policy distribution host under /
var/cfengine/masterfiles. Now if we observe the execution of failsafe.cf onthe
host 172.16.3.178 we see that the host copies the new c