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Abstract  In health care, due to COVID-19 pandemic, doc-
tors and patients are preferring online tele consultancy. In 
online tele consultancy, diagnosis of the disease is on the 
basis of online communication and digital images. Wireless 
communication is good, but the security breach is a crucial 
problem. To prevent a security breach, various cryptography 
algorithms are used. The computational complexity of these 
algorithms is excessive. Hence, the major research issue in 
health care is the embellishment of security with lowered 
time complexity. In this paper, we proposed a parallel DNA 
crypto algorithm to afford substantial security with decline 
in time complexity. The parallel task processing and paral-
lel instructions processing with multithreads are exercised 
for parallel process. The medical image is segregated into 
four subparts, and parallelly, each subpart is remodelled 
into DNA strands using bit-level dynamic DNA coding pat-
tern selection. Parallelly, all DNA strands pixels are scuf-
fled by sequences of four-dimensional Chen’s and Lorenz 

chaos theories to get confusion matrices. The DNA XOR is 
applied to obtain transform matrices. All transform matrices 
are concatenated to conquer a encipher image. Our algo-
rithm’s simulation exhibits incredible enhancement in the 
operational speedup. The findings of experiment also proved 
that the proposed security-level methodology is higher than 
other conventional algorithms.

Keywords  Parallel computation · Multiple chaos 
theories · Multiple DNA operations · Multithreads

Introduction

The medical emergency has initiated everywhere due to 
COVID-19 epidemic. The clinicians are leaning towards 
teleconsultation. In teleconsultation, diagnosis of disease 
is based upon detailed images of the body organs. These 
images are broadcasted via open-source communication 
channels. Hence, the hackers can infringement the disease 
related data. For the clinicians, interpreting the accurate dis-
eases from the penetrated information is impractical. So, 
substantial security is crucial for teleconsultation. Several 
cipher models using chaotic systems are existing. These 
model’s computational efficiency is high and fail to fulfil 
security constraints of medical images. Thus, the major issue 
is how to fulfil security constraints with fast processing.

The parallel processing is a technique which processes 
multiple tasks simultaneously using multicore computer 
system. Hence, parallel encryption or decryption methods 
process the image faster than the sequential encryption or 
decryption methods.

In [1], the discretized Kolmogorov flow map parallel 
algorithm is presented. The mask transformation trans-
forms the image into encipher image. In [2], parallel 3D 
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hyperchaos and zigzag ordering transformation is devel-
oped to accomplish a encipher image. In [3], parallel 
cipher model is presented employing 1D and 2D hybrid 
logistic map. In [4], pixel-level parallel processing is 
implemented to speed up the run time of chaotic theory. In 
[5], a compressed sensing and chaos theory are proposed 
to encrypt images simultaneously.

In [6], the image is segregated into segments and each 
segment is encoded using AES (Advanced Encryption 
Standard) method. In [7], the author proposed encryp-
tion algorithm using a hyperchaotic system, pixel-level 
dynamic filtering, DNA and 3D Latin cubes operations. 
In [8], a “Two-dimensional Hénon-Sine map” (2D-HSM), 
DNA coding and XOR procedures are proposed to develop 
a encipher image.

In [9], three channels, namely red, green and blue, 
are excerpted from colour image. The simultaneous 
intra–inter-element rearrangement is presented to create 
the encipher image. In [10], image is altered into DNA 
strand. The random phase mask of Lorenz chaotic map 
is combined with DNA strand. The fractional Fourier 
transform is exploited for encrypting normal images. It is 
inadequate for medical images because of its large volume 
and contains very sensitive disease-oriented information. 
Hence, for medical images the computational complexity 
is extremely high. This problem can be resolved by taking 
benefit of parallel processing.

The summary of some more existing methods is high-
lighted in Table 1. The majority of cryptographic methods 
are [11, 12] either focus on to bring down the run time or 
enrich the security. The major research issue is to upgrade 
the security with lowered run time. Therefore, this survey 
motivates us to implement a parallel DNA crypto algo-
rithm to maximize the security and to minimize the time 
complexity.

The substantial contributions of the proposed DNA 
crypto algorithm are specified below:

i. 	Reducing computational time
		  Minimizing the time complexity by developing parallel 

cipher model.
ii.	 Increase in key size

		    To enlarge the key size, individual keys are gener-
ated in each layer leading to multiple keys.

	iii.	 Enrich the security
		    Implementing multiple DNA operations, 4D Chen’s 

and Lorenz chaos theories to offer the substantial secu-
rity for the medical images.

The further segment of the paper is systematized as: 
Sect. 2 is about the description of the proposed parallel DNA 
cipher model. The cryptanalysis is perpetrated in Sect. 3. 
The comparison work is perpetrated in Sect. 4. The conclu-
sion part is covered in Sect. 5.

Proposed System

In the proposed DNA system, to maximize the security, the 
four-dimensional chaos theories and DNA functions are pro-
posed as illuminated in Fig. 1. To minimize time complex-
ity, parallel DNA crypto algorithm is proposed. The detail 
explanation of the cipher model is shown in Algorithm 1.

Algorithm 1: Parallel DNA cipher model.
//Input: The medical image I (m, n) of size m ×  n.
//Output: The encipher image C(m, n) of size m × n.
Start
Step 1: The medical image I (m, n) is subdivided into four 

subparts I1, I2, I3 and I4.

Step 2: Multithreads are generated to minimize the 
encryption time. One thread for a row is initiated, i.e. “m” 
threads for “m” rows. The co-workers of local cluster are 
assigned for parallel processing.

Step 3: Row-wise each subpart is renewed as a binary 
matrix by multithreads.

I1 = I (1 ∶ m∕2, 1 ∶ n∕2);

I2 = I((m∕2) + 1 ∶ m, 1 ∶ n∕2);

I3 = I (1 ∶ m∕2, (n)∕2 + 1 ∶ n);

I4 = I((m)∕2) + 1 ∶ m, (n∕2) + 1 ∶ n);

Table 1   Summary of existing methods

Author and Year Method Remarks

Habibpour et al. 2016 [11] The 1D chaos theory reorders the image pixel. The parallelism features of GPU and CPU are devel-
oped to encrypt image

Overhead 
is low key 
space

Hu, Ting et al. 2017 [12] A DNA cycle operation and multiple chaos theories are presented to modify and confuse the image 
pixels

Overhead is 
high com-
putational 
speed
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Step 4: All DNA coding patterns specified in [13] are 
mapped to produce DNA stands for binary matrices simulta-
neously. The binary matrix 4-bit MSB are considered to opt 
DNA coding patterns dynamically as detailed in below table.

Step 5: The four-dimensional Chen’s sequences c1, c2, c3 
and c4 as indicated in [13] are sorted.

B1 = dec2bin (I1);

B2 = dec2bin (I2);

B3 = dec2bin (I3);

B4 = dec2bin (I4);

S1 = reshape B1;

S2 = reshape B2;

S3 = reshape B3;

S4 = reshape B4;

x = sort
(
c1
)
;

y = sort
(
c2
)
;

Step 6: The sorted sequences x  and y  positions are con-
sidered for transpose of S1, row by row and column by col-
umn, respectively. The sorted sequences z  and w  positions 
are considered for transpose of S4, row by row and column 
by column correspondingly by multithreads.

Step 7: The four-dimensional Lorenz’s sequences L1, L2, 
L3 and L4 as indicated in [14] are sorted.

Step 8: The sorted Lorenz sequences p  and q positions 
are considered for transpose of S2, row by row and column 
by column, respectively. The sorted Lorenz sequences u  and 
v positions are considered for transpose of S3, row by row 
and column by column correspondingly by multiple threads.

Step 9: The sorted sequences are reconstructed as a DNA 
strands Sxy, Szw, Spq and Suv by means of DNA coding 

z = sort
(
c3
)
;

w = sort
(
c4
)
;

p = sort
(
L1

)
;

q = sort
(
L2

)
;

u = sort
(
L3

)
;

v = sort
(
L4

)
;

Fig. 1   Architectural design of parallel DNA encryption
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patterns. DNA coding patterns are dynamically chosen as 
formulated in Table 2.

Step 10: The DNA XOR mentioned in [13] is utilized to 
modify the pixels of S1, S2, S3 and S4 individually.

Step 11: Modified DNA strands S1c, S2L, S3L and S4c are 
joined.

Step 12: The concatenated S12 and S34 are merged.

Step 13: Parallelly row-wise, DNA strand “S” is refur-
bished as a binary image “B” by DNA complementary pat-
terns. The DNA strand 2-bit LSB are involved to select the 
DNA complementary patterns dynamically, as illuminated 
in Table 3.

Step 14: Binary image is altered into greyscale image to 
conquer a encipher image

Stop
The decryption is the reversal of the encryption. At 

receiver end, parallel decryption algorithm is implemented 
to recover the medical image.

In this proposed parallel DNA encryption technique, a 
set of parallel pools are established. These parallel pools 
are called clusters. In each set of parallel pool, a group 
of workers are assigned to accomplish assigned task. The 
workers represent the multiple instances, which will run on 

S1c = S1 DNA XOR Sxy;

S2L = S2 DNA XOR Spq;

S3L = S3 DNA XOR Suv;

S4c = S4 DNA XOR Szw;

S12 = S1c|| S2L;

S34 = S3L|| S4c;

S = S12 || S34;

C = bin2dec (B);

individual cores. In MATLAB, we can run a local cluster of 
workers on the client machine itself. The local cluster means 
without server the task is performed on the same computer.

The mechanism of parallel instruction processing of the 
proposed DNA cipher model is illuminated in Fig. 2. The 
medical image is segregated into four subparts as explained 
in step 1 of Algorithm 1. For each subpart as shown in 
Fig. 2a, one parallel pool is assigned. The medical image 
subparts are transmuted as a matrix form in Fig. 2b. For 
each matrix, threads are produced row-wise and workers are 
allocated to run these threads parallelly in Fig. 2c. The DNA 
strand is conquered by referring DNA coding patterns in 
Fig. 2d. The four-dimensional Chen’s and Lorenz sequences 
are exploited to transpose the DNA strands row by row in 
Fig. 2e. In Fig. 2f, the transposed DNA strands are amended 
row-wise by DNA XOR. The DNA complementary patterns 
are considered for conversion of modified DNA strands into 
binary matrix. The binary matrix is induced to construct a 
encipher image in Fig. 2g. The same procedure is performed 
parallelly for remaining subparts of the medical image. This 
parallel encryption takes place on the same computer, i.e. 
local cluster.

Experimental Results

The experiment is performed on ninth-generation Intel 
CoreT M i7 7500U CPU. The PubMed provided dataset 
for research purposes in “National Library of Medicine’s 
Open Access Biomedical Images Search Engine” [15]. From 
the dataset, the 400 medical images of size 512 × 512 of 
four distinct types like ultrasound, MRI, X-ray and CT are 
considered for implementation. The 100 ECG images are 
contemplated from “ecgeducator.blogspot.com”. The MAT-
LAB (R2020b) parallel computing toolbox is exercised for 
the implementation of the proposed parallel DNA crypto 
algorithm. The medical image is unveiled in Fig. 3a and 
encipher image obtained using the proposed parallel DNA 
cipher model is unveiled in Fig. 3b. The decoded medical 
image is acquired by executing converse of parallel DNA 
cipher model and is unveiled in Fig. 3c.

Table 2   DNA coding patterns selection

MSB 1101 | 0010 1001 | 1010 1100 | 0110 0111 | 1000 1110 | 0101 0000 | 0001 0100 | 1111 0011 | 1011

DNA coding patterns 1 2 3 4 5 6 7 8

Table 3   DNA complementary 
patterns selection

LSB TC|AG CG|CC GC|AT TG|AC TT|GA GT|GG CT|AA TA|CA

DNA coding patterns in [14] 1 2 3 4 5 6 7 8
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The proposed parallel algorithm is assessed by verifying 
the resistance against several attacks for example exhaus-
tive attacks and differential attacks. The key space analysis 
specified in [14] is performed to prove thwarting against 
exhaustive attack.

The parameters “number of pixels change rate” (NPCR) 
and “unified average changing intensity” (UACI) are 
exploited to prove thwarting against differential attack. The 
“mean square error” (MSE), “peak signal-to-noise ratio” 
(PSNR) and entropy specified in [14, 16] are exploited 
to indorse quality of cipher model. The performance 

measurements are formulated in Table 4. The comparison 
work of the proposed method with state-of-the-art methods 
is detailed in Table 5. The comparative review evidenced 
that the proposed parallel DNA crypto algorithm is relevant 
to fulfil the security constraints of medical images.

Computational Complexity

The medical images are huge in dimensions, pixels are 
extremely consistent and contains very sensitive evidence 

Fig. 2   Parallel compute mechanism of the proposed algorithm

Fig. 3   a Sample medical image, b encipher image and c decipher image

Table 4   Performance of the 
proposed method

Medical image type NPCR (%) UACI (%) Entropy MSE PSNR (dB)

MR 99.998 39.87 7.9999 5.9987e + 04 3.4567
CT 99.997 35.79 7.9998 6.8528e + 04 5.0100
X-ray 99.999 39.98 7.9999 5.9678e + 04 4.0340
Ultrasound 99.995 39.96 7.9989 5.9987e + 04 3.8998
ECG 99.996 37.99 7.9999 5.8976e + 04 3.9956
Average 99.997 38.72 7.9997 6.14312e + 04 4.07922
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of diseases [19]. Hence, the security constraint of medical 
images is varying from normal images. The enrichment 
of security is fundamental constraint for medical images. 
To fulfil this fundamental constraint, the computational 
complexity is high, which is drawback for tele interaction. 
To defeat this challenge, as an alternative for consecutive 
process, a parallel process is implemented in the proposed 
system to bring down the time complexity and attain the 
security constraint of the medical images.

In the proposed method, for high-level security, multi-
level, i.e. five-level, encryptions are performed, and in each 
level, several distinct secret keys are used. If we run the 
proposed algorithm sequentially, time complexity of one 
level is O(mn); then, for five levels it is O(5mn). The medi-
cal image is subdivided into four equal subparts, then for 
one subpart it is O(5mn). For four parts, it is O(5*4(mn)), 
i.e. O(20mn), which is extremely high. If we run the pro-
posed method parallel, then it is O(5mn) because each part 
is running parallel. Hence, complexity is reduced with ful-
filled security constraints of medical images in this cipher 
model. The comparative review of run time for serial and 
parallel processing of the proposed method is exposed in 
Table 6.

The time taken for parallel processing of the proposed 
system is drastically reduced from the range 30s–40s to 
0.1s–0.2s, which is proved in Fig. 4.

The assessment of run time of the proposed paral-
lel cipher method with ancient methods is detailed in 
Table 7. The run time of the proposed parallel cipher 
model is lesser than other methods. Thus, the proposed 
cipher model is significant to extend substantial security 
with lowered time complexity. The proposed cipher model 

Table 5   Comparative review of 
the proposed method

Method Entropy NPCR (%) UACI (%) PSNR (dB) Key Space Encryp-
tion time 
(s)

Ref. [17] 7.9973 99.61 33.43 – – 0.25
Ref. [18] 7.9995 99.62 33.63 7.74 2300 1.53
Proposed Paral-

lel DNA crypto 
method

7.9997 99.667 33.42 4.08 2400 0.09

Table 6   Comparative review of the proposed algorithm using serial 
and parallel method

Medical 
image

Time taken in seconds

Serial computing Parallel computing

Cipher image Decipher 
image

Cipher image Decipher 
image

MR 38 36 0.16 0.15
CT 37 35 0.12 0.10
X-ray 33 30 0.10 0.07
Ultrasound 32 29 0.09 0.08
ECG 40 37 0.19 0.17

Fig. 4   Comparison of serial 
and parallel processing of the 
proposed system
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induces to a high throughput which is applicable to real-
time systems.

Conclusion

In this paper, the parallel DNA crypto method using 4D 
Chen’s and 4D Lorenz chaotic map, DNA functions and 
parallel processing is proposed. The medical image is seg-
regated into four equal subparts. The multithreads are gener-
ated and allocated to multiple workers for parallel process. 
These threads are assigned for row by row conversion of 
the binary matrix into DNA strands using DNA coding pat-
terns. For DNA strands the confusion strands are spawned 
using Chen’s and Lorenz chaotic sequences. The confusion 
strands are modified into diffusion strands in multilayers by 
operating DNA XOR. The diffusion strands referred DNA 
complementary rules to create a encipher image. The experi-
mental findings substantiate that, the proposed DNA crypto 
method is invulnerable against all possible crypto attacks. 
The proposed method is relevant for electronic healthcare 
and teleconsultation applications. The comparative review 
shows that implementation speed reaches its top state, when 
multicore CPU is utilized. The real-time clinical image set 
can be experimented further with the implemented parallel 
encryption algorithm.
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