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Abstract. Due to the increased availability of internet and smart phones,
mobile cloud computing becomes more popular in recent years. Maintaining
security in mobile clouds is the most challenging issue because mobile devices
are having limited computational resources and most of the operations are done
through the internet. Therefore, it is necessary to safeguard data access from
unauthorized access. In this paper Ciphertext based Attribute-Based Encryption
is implemented. It offers better data security and privacy using efficient access
control and privilege management. and we have measured the performance of
Key Policy Based-ABE and Cipher Text Policy Based-ABE, results show that
Cipher Text Policy-Based ABE takes less time to perform encryption, key
generation, decryption and offers better security compared to KP-ABE.

Keywords: KP-ABE - CP-ABE - Mobile cloud computing * Access policy

1 Introduction

Nowadays the mobile cloud applications are very popular due to its globally available
internet and advancement in smartphone technology. Mobile cloud is a new computing
technology delivers unlimited storage and other computational resources for their cli-
ents based on their needs or payment on the go access mode. Some of the applications
and services are freely available in the public cloud, where users can have access to
these applications up to some time limit or storage limit, the problem in this free
application and services are trustworthiness of data is not guaranteed because all users
in the public cloud have access to the cloud data .these situations lead to data security
and privacy attacks. Hence to handle these issues some of the security algorithms need
to be adopted in mobile clouds. There are several security standards available like KP-
ABE, CP-ABE, SDS, Homomorphic algorithm, etc. but these security standards are
developed for High computational devices and cloud servers. To apply these in the
mobile cloud require little modifications because the mobile devices are the lack of
storage and computing power capabilities. In such cases, it is required to utilize fewer
resources on the mobile side. and heavy computational operations should be outsourced
to the proxy server. It effectively reduces the computational overhead at the mobile
cloud. KP-ABE and CP-ABE standards suitable for mobile cloud computing, but
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CP-ABE offer more benefits compare to KP-ABE in terms of security, less time taken
for encryption and key generation and decryption, overall it reduces the communication
cost and provides better access control facility. In this paper, we developed the pro-
totype CP-ABE Based Mobile cloud computing application for secure data sharing. It
implements CP-ABE algorithm [1] to guarantee the security and privacy and also it
offers efficient privilege management feature to handle access control.

2 Existing System

KP-ABE Scheme has four function Setup, encryption, key-Generation, Decryption

(a) Setup (R,, Py, My): Setup function uses uniform random numbers Rn to produces
the master key and public key.

(b) Encryption (Msg, Uaributess Public ey): Data Authority performs Encryption, it
generates the ciphertext using the user attributes and Original message M, public
key.

(c) Key Generation (Uagributes» Public ey, Master gey): trusted authority creates secret
keys using user attributes and public key and master key.

(d) Decryption (Ct, Sk): User performs the decryption using Cipher text and secret key
of the user.

Significant problems of KP-ABE algorithm [1] in cloud computing has several
restrictions to adopt, in this scheme First limitation is, actual data owner has no control
to choose who can be able to decrypt the data. Second, it increases communication
overhead when more attributes are added to the control tree. Its access policy is not
suitable for mobile cloud devices.

3 Proposed System

Sahai and Waters [1] implemented the Attribute Based Encryption which is initially
produced from the Identity Based Encryption (IBE). IBE is adopted in broadcasting
systems. Basically, ABE is classified into two schemes Key policy based-ABE and
Cipher Text Based-ABE. In KP-ABE encryption algorithm access policy is enclosed
with data user key. In CP-ABE algorithm [10] access control procedure is enclosed
with encrypted message. CP-ABE is commonly used in real time cloud application
because it has better control over access control policy and data owner has an option
design his own access policy based on number of attributes. Only authorized user
whose attributes match with access control procedure can decrypt the original data.

The Cipher Text Policy-ABE Algorithm comprises of four functions they are
explained in the following sections.

1. Setup- It accepts security parameters k and produces master key (MK) and public
key (PK). Mixture of master key and public keys are used to generate Secret key.

2. Encrypt- This function performs encryption using public key, message, access
control tree to generate Cipher Text (CT).
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3. Key Generation- It accepts input of User Attributes and Master key (MK) to
produce Secret Key (SK).

4. Decrypt- This function accepts Secret key (SK) and Cipher text (CT) to produce
decrypted data.

3.1 Overview

The CP-ABE Based Mobile cloud computing application for secure data sharing
framework is shown in Fig. 1. Data owner (DO): Data owner encrypt data then upload the
data onto mobile cloud storage. and DO is govern the access strategy and its attributes.

Public key request Trusted Attribute Key
Data Owner - Data User
N Privilege update request
Public key Authority
File or Data Encryption i Cipher Text with secret File| or Data
request Cipher Text file key for decryption
request

Decryption

Encryption
Proxy Server

Proxy Server

Fig. 1. CP-ABE based mobile cloud computing for secure data sharing framework

Data Users (DU): Data User is used to retrieve data from the mobile cloud
environments.

Trusted Authority (TA): TA is performing the role of key generation and distribution.
Overall operations of this framework will be explained in the following paragraph.

DO register with cloud and Trusted Authority cloud provides encrypted storage
facility. And Trusted authority TA will generate the public key for data owner. DO
states the policy that decides how access the data and encryption is outsourced to
Encryption proxy server (EPS) to decrease the computational load at mobile cloud.
EPS returns Encrypted data to data owner for uploading on to cloud. Trusted authority
generates the keys and sends to data users and data owner.

Data user request the decrypted file from the cloud. if the access privileges match
then request sent to cloud for access. else request will be sent to DO, meanwhile data
owner has option to revoke the users from accessing the data. DO checks the user
authenticity by verifying the access policy and his credentials if it found correct secret
key will be shared through email-id. users decode the data or file with help of the secret
key shared by data owner.
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4 Proposed System Performance Analysis

In this section, we inspect the efficiency of proposed system CP-ABE Based Mobile
cloud application for secure data sharing.

4.1 Experimental Settings

The test is performed on intel core i3 processor with 3.2 GHz CPU, 4 GB RAM,
Windows 10 operating system and Prototype Application is developed in JAVA, JSP
using NetBeans IDE, for data storage My SQL data base was used and for performance
testing we used Apache JMeter application. Performance measure is evaluated by
comparing the KP-ABE and CP - ABE schemes w.r.t security, time efficiency of
Encryption and Key-Generation, Decryption.

Table 1. KP-ABE VS CP-ABE performance analysis (a) Encryption Time (b) Key-Generation
Time (c) Decryption Time (d) Security ratio (f) Compative Analysis of KP-ABE and CP-ABE

Algorithm | File Time Algorithm File Time
Size(MB) | (ms) Size(MB) (ms)
KP-ABE 100 93 KP-ABE 100 93
CP-ABE 100 65 CP-ABE 100 65
(@) (b)
Algorithm | Attributes | Time Algorithms | Time Algorithm | Security Performance in
(secs) (ms) (%)
KP-ABE | 100 0.348 KP-ABE 80 KP-ABE | 60%
CP-ABE 100 0.251 CP-ABE 55 CP-ABE 92.91%
(©) (d) (e)
Parameters KP-ABE CP-ABE Analysis
Encryption Time(ms) 93 65 -28
Decryption Time(sec) 0.348 0.251 -0.09
Key-Generation Time(ms) 80 55 -25
Security Performance in(%) 60 92.91 3291

®
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Fig. 2. Encryption time analysis Fig. 3. Decryption time analysis

~+—~CP-ABE  —e— KP-ABE
100 .

90

80

70

60

50

40

30

20

Time Taken (ms)
2

S
=
Secuity Performance (%)

CP-ABE KP-ABE

Number of Key Attributes

Fig. 4. Key generation time analysis Fig. 5. Security performance analysis

4.2 Experimental Results

4.2.1 Encryption Time

The analysis of encryption time with varying file size. The increase in file size grad-
ually increases the encryption time. In existing KP-ABE, the encryption time is more
for maximum file sizes. But, the proposed CP-ABE offered the minimum time
requirement as shown in Table 1(a). The graphical illustration of comparison between
proposed CP-ABE and KP-ABE is depicted in Fig. 2 The encryption time for maxi-
mum file size (100 MB) the encryption time will be 93 ms and 65 ms respectively. the

encryption time for CP-ABE is 65 ms which is less compared to KP-ABE Method.

4.2.2 Decryption Time

The proposed CP-ABE offered the minimum time compared to KP-ABE Algorithm as
shown in Table 1(c). Fig. 3 shows the visual representation of decryption time analysis
with the number of attributes. The proposed CP-ABE consumes 0.251 s for and for the
maximum attributes (100) the CP-ABE and KP-ABE offers 0.251 and 0.348 s
respectively. Hence, the proposed CP-ABE offers 90 ms lesser decryption time than the
KP-ABE for minimum and maximum attributes respectively.
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4.2.3 Key Generation Time

The proposed CP-ABE offered the minimum time compared to KP-ABE Algorithm as
shown in Table 1(b).the comparative analysis is graphically presented in the following
Fig. 4 The time required for key generation in KP-ABE method and proposed CP-ABE
are 80 and 55-mile seconds respectively. From the comparative analysis, the proposed
CP-ABE offered 25 ms reduction compared to existing methods respectively.

4.2.4 Security Analysis

The proposed CP-ABE offered the better amount of security compared KP-ABE
Algorithm as shown in Table 1(e). The graphical representation of comparative anal-
ysis between the security performance and minimum number of attributes is illustrated
in Fig. 5 The proposed CP-ABE offered the better security performance compared to
the existing methodologies for the maximum number of attributes. For the maximum
attribute of 14, the security performance for CP-ABE is 92.91 which is maximum
compared to KP-ABE method.

5 Conclusion

In this paper, we have implemented CP-ABE Based Mobile Cloud Application for a
secured data sharing. Our formulated results optimize time and security progressively.
The performance of proposed CP-ABE is improved in terms of encryption time,
decryption time, key generation time and security ratio respectively. The resultant
values are —28, 0.09, —25, 32.91. Both KP-ABE and CP-ABE Results are shown
quantitively and qualitatively by state-of-the-art algorithms. Our proposed methodol-
ogy increases the time efficiency in mobile cloud and offers better secure data sharing.
In the future it would be interesting to apply the method for the increased file size and
incorporates the mobile cloud domain knowledge.
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