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Abstract—Due to advancement in electronic interaction, the broadcast of a medical image is very common.
The electronic interaction is open to very one and hence, it is risk for medical image communication. The
communication of medical image through opensource network adds uncertain risk of undesirable effect and
causes important disease related facts in the image being lost or corrupted. For medical practitioner, diagnos-
ing the correct disease from the lost or corrupted medical image. Hence high-level security and verifying
integrity is very essential. A new cryptosystem based on DNA cryptography and multiple high dimensional
chaotic maps and SHA-256 is proposed to deliver high-level security and verify integrity. The medical image
is divided into two subimages. The subimages are converted into DNA synthesis using dynamic DNA coding
rules. The hash keys are generated for both DNA synthesis using SHA-256. The Chen’s chaotic sequences
are utilized to permute the pixels of DNA synthesis of subimage one. Another DNA synthesis of subimage
two are permuted using Lorenz chaotic sequences. The hash keys are XORed with chaotic sequences. The
DNA diffusion operation diffuses the pixels of the DNA synthesis. The dynamic DNA decoding rules are
used to get cipher image. The simulation outcomes prove that the proposed cryptosystem is suitable to pro-
vide high-level security and integrity. The cryptanalysis confirms that proposed system is invulnerable to var-

ious types of attacks.
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1. INTRODUCTION

The broadcasting medical images via a wireless
network is vital in e-health system. The wireless net-
work is a public network, hence exposed to crypto
attacks. The medical image security is crucial to avert
these attacks. Hence, providing high-level security
and verifying integrity are major issues in digital med-
ical health systems. The new medical image encryp-
tion system is necessary to fulfil the security, confi-
dentiality and integrity requirements of medical
records.

The traditional cryptography methods based on
mathematical procedures are secure for text and for
normal images and insecure for medical images. The
medical image pixels are highly correlated and very
large in data volume. Hence, chaos theory-based
encryption methods appeal to researchers widely.
The chaos theory has good confusion and diffusion
property. The chaos theory produces pseudo random
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sequence and very sensitive to initial conditions [19].
The chaotic sequence generation depends on initial
conditions. Hence it is inadequate to brute force
attack. The new emerging technique called deoxyri-
bonucleic acid (DNA) method is founded in cryp-
tography.

DNA cryptography is an emerging field in cryptog-
raphy. It is attracting researcher due it is nonbreaking
uniqueness property. Hence it is appropriate for secure
broadcast of medical images [26]. The computational
cost for the construction of biological DNA structure
is very complex. Hence only DNA sequences are in
use to provide security, which is not satisfactory. To
overcome from these inconsistencies, proposed sys-
tem concentrates on a blend of chaotic system and
DNA cryptography.

The main objectives of the proposed cryptosystems
are as follows.

Enhancement of security for medical images. The
complex confusion of multiple chaotic maps and
uniqueness of DNA operations will enhance the secu-
rity. We have proposed high-level encryption method
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based on multiple chaotic maps and DNA operations
to enhance the security of medical images.

Integrity and confidentiality for medical images.
The hash key is used to provide the integrity and con-
fidentiality for medical images.

2. RELATED WORK

The DNA cryptography and chaotic systems to
communicate a medical image securely through inse-
cure channel is in immature stage.

In [22], Ismail et al. have put forth a generalized
double humped (GDH) method for pseudorandom
number key generation (PRNG). This key is com-
bined with a chaotic map range to obtain a cipher
image. The AES algorithm uses too simple algebraic
structure and uses a short key of size 56 bits. In [15],
the 1D chaotic map with lightweight operations are
used to get cipher image. An inward spiral scanning
pattern (round-robin fashion) is utilized to shuffle the
index of the pixels. Because of the limited key space,
the 1D chaotic map is vulnerable to exhaustive search
attacks.

In [9], Chen et al. have presented both encryption
and compression methods simultaneously. The secret
compressed sensing (CS) is obtained from structurally
random matrix (SRM) method to compress the med-
ical image. The 3D Arnold cat map generates a key-
stream to confuse and diffuse the pixels of the com-
pressed medical images. In [6], Brindha has suggested
“AES-GCM (Advanced Encryption Standard-Galois
Counter Mode)” method for encryption and valida-
tion. This method produces cipher images for confi-
dentiality. The whirlpool hash function generates
512-bit hash code and embeds in images to check the
integrity.

In [20], the chaotic logistic map and DNA map-
ping rules generates a DNA mask. A genetic algorithm
is used to get a best DNA mask. The patient electronic
reports are embedded in a DNA mask to get the water-
mark image. In [23], the medical image pixels are rear-
ranged using a hybrid chaotic shift transform and dif-
fused using a modified Henon map. In [16], Li et al.
have presented “Hybrid Chaotic Shift Transform”
(HCST). It performs permutation diffusion operation
using sine map. In [14], Hua et al. have proposed the
bitwise XOR along with modulo operations for pixel
adaptive diffusion. The diffused pixels generate a
cipher image. In [1], Ahmad and Hwang have pre-
sented XOR and ADD logical methods to jumble the
image pixels, and affine transformation to get a cipher
image. In [7], Chai et al. have presented the memris-
tive hyperchaotic process to generate a cellular autom-
aton. The hash function SHA-256 generates a hash
key and provides preliminary values for the hypercha-
otic system. The dynamic DNA mapping rules are
applied to create a DNA encoded structure. A mem-
ristive hyperchaotic sequence shuffles the pixels of the
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DNA structure. The cellular automata method gener-
ates the encrypted image.

In [10], Chen and Hu have presented Arnold map-
ping and wavelet transform to shuffle the pixels of the
image. The Kent mapping generates control parame-
ters for Arnold mapping. The shuffled image pixels are
XORed with control parameters of Arnold mapping to
encrypt an image. In [11], Enayatifar et al. have sug-
gested a DNA rules to get a DNA encoded matrix and
the 3D chaotic map to shamble the pixels. The DNA
XOR operation is utilized to generate an encrypted
image.

The overview of a few additional existing tech-
niques are emphasized in Table 1. Most of the encryp-
tion techniques specified in above survey, does not
ensure the high-level security, integrity, and confiden-
tiality for medical images. Therefore, this survey moti-
vates us to propose a new cryptosystem using SHA-
256 for integrity, DNA for security, Chen’s hypercha-
otic system, and Lorenz’s chaotic system for shuffling
pixels of the medical image.

The key contribution of the proposed cryptosystem
are as follows.

(i) Highlevel security for medical images.

The good confusion property of a heterogenous
chaotic map, dynamic DNA coding rules, and DNA
operations are utilized to provide multilevel security.

(ii) Increase in the number of secret keys.

Generation of different keys at each level of the
encryption algorithm leads to increase in the key size.

(iii) Integrity and confidentiality.

The medical images contain sensitive disease-
related information. Hence computation of integrity
and confidentiality in the encryption algorithm is pro-
vided using SHA-256 function.

(iv) Security analysis of cryptosystem.

The security analysis of developed high-level
encryption approach for medical images is depends on
invulnerabilities to various types of attacks, such as
statistical attacks, differential attacks and exhaustive
attacks. The image quality is also measured using
MSE, PSNR, and entropy.

In the proposed system, the original medical image
is transformed into a DNA synthesis using dynamic
DNA coding rules to enhance the security. The multi-
ple high dimensional chaotic maps, namely Chen’s
hyperchaotic map and Lorenz chaotic maps are used
to confuse the pixels of DNA synthesis. The pixels of
DNA synthesis are altered utilizing DNA XOR opera-
tion. The proposed system is resistant against known
plaintext, chosen-ciphertext, and known ciphertext
attacks. It also invulnerable against brute force attacks
due to multiple high dimensional chaotic maps.

The succeeding fragment of the paper is structured
as: Section 3 covers the multilevel encryption tech-
nique suitable for medical images. Section 4 covers the
proposed multiple high dimensional chaotic map
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Table 1. Overview of existing techniques

References

Method

Remarks

Sebastian and Delson [5]

Vallathan et al. [25]

Al-Haj et al.

Anusudha et al. [4]

RSA method is used to encrypt the MRI
image

K-means and watershed segmentation are
employed to extract tumor details

Linde, Buzo, and Gray (LBG) process is
employed to obtain an encrypted embed-
ded image

The electronic codebook (ECB) mode of
advanced encryption standard (AES)

The wavelet transform method embeds the

RSA method takes more time for massive
databases, and it requires a third party to
verify the reliability

The single-level encryption method

The AES algorithm uses too simple alge-
braic structure and uses a short key of size
56 bits

The limitation of key size of logistic map

cipher image

patient record and logistic map to get a

cryptosystem specifications and working process. The
simulation outcomes of the proposed system are in
Section 5. Section 6 illustrates the cryptanalysis of the
medical image encryption method, and the compari-
son work is carried out in Section 7. The conclusion of
the proposed cryptosystem is in Section 8.

3. HIGHLEVEL ENCRYPTION SCHEME

The main fundamentals for the transmission of
medical images are security, confidentiality, and
integrity. Single-level encryption methods fails in ful-
filling the requirements of medical images. Hence, a
high-level encryption system is necessary. In high-
level cryptosystem, the hash function SHA-256 is
employed to verify the integrity and confidentiality
requirements. The multiple high dimensional chaotic
maps such as Chen’s hyperchaotic system, Lorenz
chaotic system, and DNA cryptography techniques
are used to fulfill the high-level security requirement.

3.1. SHA-256

The medical images contain disease related sensi-
tive disease related facts and the slight variation in
medical image produces a critical problem. Hence,
integrity is the main requirement for the medical
image. The hash function SHA-256 is used for integ-
rity. The SHA-256 is also act as a digital signature
which proves confidentiality. The hash function cre-
ates a fixed size 256-bit hash key for varying size med-
ical images. The medical image is run by 16 cell blocks
with 32 bits in each building block and each cell block
involves 64 cycles of operations to produce a fixed
length hash key.

A medical image M is divided into (M,, M,, ..., Ms)
each of size 32-bit. The hash key is acquired by using
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the XOR operation between each cell blocks defined in
Eq. (1)
AM)Y=M, @M, ®D...0 My, (1)

where A(M) is a hash key of size 256-bit. This hash key
is useful in verifying the integrity of the medical image
during the transmission through internet.

3.2. Multiple High Dimensional Chaotic Maps

The high dimensional chaotic maps, namely,
Chen’s hyperchaotic map and Lorenz chaotic maps
are suitable to deliver the high-level security for the
medical images.

3.2.1. Chen’s hyperchaotic map. The Chen’s
hyperchaotic map generates an extremely complex
sequence. Hence, has good confusion property and it
is extremely not possible to predict these sequences.
Hence, Chen’s hyperchaotic map is suitable to secure
medical images. The Chen’s hyperchaotic system is
specified using Egs. (2)—(5):

X, = oYy — X)), (2)

Y, = XoZy + dp Xy + Y0¥y = WA, (3
Z, = XXy - BoZy, 4)

Wi =X, +1, (5)

where X, Y, Zy, and W, are state parameters and o,
Bo» Yo, and d, are control factors. The value of I varies
from —0.7 to 0.7.

3.2.2. Lorenz chaotic system. The Lorenz chaos
system produces a nondeterministic chaotic sequence.
These complex sequences are appropriate to convey
high-level security for medical images. The Lorenz
chaotic map is specified using Egs. (6)—(8)

b= 0'(40 - Po)s (6)
q1 = PPy — 9o — Poldy, (7)
Vol. 35
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Table 2. DNA coding rules

Coding rules G C T A
R, 01 10 11 00
R, 10 01 11 00
R; 00 11 10 01
R, 11 00 10 01
R, 00 11 01 10
Rg 11 00 01 10
R, 01 10 00 11
Rg 10 01 00 11

Table 3. DNA XOR function

XOR A T C G
A A T C G
T T A G T
C C G A C
G G C T A

Table 4. Dynamic selection of DNA coding rules
LSB | 000 | 001 | 010 | O11 | 100 | 101 | 110 | 111

Rules Rl R2 R3 R4 RS R6 R7 Rg

U = Pogo — holhy, ()

where py, gy, and u, are system variables and ¢ = 10,
p =28, t = 8/3 are positive coefficients.

The chaotic sequences generated using multiple
chaotic maps depends on initial conditions of system
parameters. The variance of initial conditions gener-
ates a different chaotic sequence. All chaotic
sequences are unique; hence these complex chaotic
sequences are suitable to provide security for medical
images.

3.3. DNA Diffusion Operations

The DNA synthesis is formed of four nucleotides
namely, “Adenine (A),” “Thymine (T),” “Guanine
(G),” and “Cytosine (C)” [18]. In DNA synthesis, A
and T are complement; also, G and C are comple-
ments. In binary 0 and 1 are complement, based on
this perception the nucleotides are signified in binary
form as ‘00’ and ‘11°. Hence, we can get 4! = 24 various
encoding rules. Due to the computational complexity,
only eight encoding rules indulge the complementary
base pairing rules as shown in Table 2. These coding
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rules are used to generate the DNA synthesis for med-
ical images.

The DNA diffusion operation DNA XOR is uti-
lized to diffuse the pixels of DNA synthesis. The DNA
XOR operation is illustrated in Table 3.

4. PROPOSED HIGH-LEVEL MULTILPLE
CHAOTIC MAP CRYPTOSYSTEM

A high-level multiple high dimensional chaotic
map cryptosystem is proposed to offer high-level secu-
rity, confidentiality and the integrity. The medical
images encryption scheme is processed using SHA-
256, Chen’s hyperchaotic system, Lorenz’s chaotic
system, and DNA diffuse operations.

In the proposed cryptosystem, the medical image is
separated into subimages. The two-hash keys are
obtained using hash function SHA-256 for both sub-
images. The subimages are renovating into an 8-bit
binary images. The all DNA coding rules are utilized
to attain a DNA synthesizes for both binary images.
The DNA coding rules are dynamically selected
depending on the value of the pixels of binary image.

4.1. Generation of DNA Synthesis

The DNA synthesis is produced using all DNA
coding rules. The least significant bits of 8-bit binary
images are utilized to select DNA coding rules dynam-
ically as shown in Table 4.

If the pixel value is “10110110” three LSB is “110,”
the rule R, is chosen. Correspondingly depending on
pixel values, all DNA coding rules are employed to
obtain a unique DNA synthesis for each medical
image.

The multiple chaotic maps are used to permute the
pixels of DNA synthesizes. The permuted pixels are
diffused using DNA diffusion process.

4.2. Multiple Chaotic Permutation
and DNA Diffusion Process

The multiple chaotic permutation process confuses
the pixels of a DNA synthesizes. The Chen’s chaotic
sequences and Lorenz chaotic sequences are assem-
bled in increasing order. The indexes of the sorted
sequences are used to confuse the pixels of both DNA
synthesizes.

The DNA diffusion process changes the pixel value
of DNA synthesizes. The chaotic sequences are also
modified using logical XOR between hash keys and
chaotic sequences. The DNA XOR operation is
applied between the diffused chaotic sequences and
permuted DNA synthesizes.

The DNA decoding rules are utilized to renew the
DNA synthesizes into a binary image.

No.2 2025
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Table 5. Dynamic selection of DNA decoding rules

LSB AAIGA | AT|GT | AGI|GG

ACIGC | TAICA | TGICG | TC|cC | TTICT

DNA coding rules R, R, R

R, Rs Rg R, Ry

4.3. DNA Decoding Rules

The inverse of DNA coding rules are used as a
DNA decoding rules. These rules are dynamically
applied depending on the least significant bits of the
DNA synthesizes, as shown in Table 5.

The binary images are combined and is trans-
formed into a cipher image.

For better understanding the proposed cryptosys-
tem, the encryption scheme is illustrated in detail steps
of Algorithm 1.

Algorithm 1: High-level multiple chaotic map cryptosystem

//Input: Original medical image O(m X n) of size m rows and # columns

//Output: Cipher image E(m X n)
Step 1: Start

Step 2: The original medical image O is separated into two subimages O; and O,.

Step 3: The hash key & is produced for O; and hash key k, is generated for O,.

Step 4: The subimages O, and O, are transformed into 8-bit binary images B and B,, respectively.

Step 5: The DNA coding rules are used to convert B; and B, into DNA synthesizes D and D,, respectively.

Step 6: The hyper chaotic sequences X and Y are produced using Chen’s chaotic map.
The logical XOR is applied between chaotic sequences X and hash key &;.

Step 7: The chaotic sequences X and Y are sorted in increasing order. The index of sorted sequences X and Y are utilized

to confuse the pixels of D;.

Step 8: The chaotic sequences p and ¢ are generated using Lorenz chaotic map. The logical XOR is applied between p and

hash key k.

Step 9: The Lorenz chaotic sequences p and ¢ are arranged in increasing order. The index of ordered sequences p and g

are utilized to confuse the pixels of D,.

Step 10: The DNA XOR is used between Chen’s chaotic sequence and D, to diffuse the pixels. Similarly, DNA XOR is

used between Lorenz chaotic sequence and D,.

Step 11: Renovated DNA synthesizes into a binary image using DNA decoding rules.

Step 12: Binary images are combined to get the cipher image.

Step 13: Stop

The medical image is decrypted from the cipher
image using the inverse process of Algorithm 1.

The DNA coding rules are used as a secret key at
the first level to generate a unique DNA synthesizes.
The initial values of state parameters of multiple high
dimensional chaotic maps are represented as a secret
key in the second and third levels. Further, the DNA
XOR and logical XOR operation alter the pixels of a
medical image in the fourth level. The hash key is also
used as a secret key. The multiple keys are used in mul-
tiple levels in the proposed cryptosystem for the
enhancement of the security level of medical images.

PATTERN RECOGNITION AND IMAGE ANALYSIS

5. EXPERIMENTAL RESULTS

The experiment is carried out on 9th generation
Intel CoreT M i7 7500U CPU @ 2.70 GHz, 2901 MHz,
2 Core(s), 4 Logical Processor(s). The 500 medical
images of size 512 X 512 of five different categories
(100 medical images from each category) like Ultra-
sound, MRI, X-ray, and CT from the “National
Library of Medicine’s Open Access Biomedical
Images Search Engine” [17]. The ECG images from
“ecgeducator.blogspot.com.” The Matlab (R2015b)
tool is used to implement the propose cryptosystem.
The sample medical images are shown in Fig. 2.

Vol. 35

No.2 2025



A NOVEL APPROACH FOR MEDICAL IMAGE ENCRYPTION USING MULTIPLE

99

— ——>  DNAXOR
Y, Chen's chaotic DNA encoded Chen's Diffused DNA
Ha\’“ W."-l A sequences sequences m . £
Original medical | Cipher image E
image O :
; Hash key k; o e DNA encoded Lorenz Diffused DNA
25 L/ sequences —
L, subimageo, — | DNA Symthesis PermutedDNA |, pyy 00

T 0,

oded matrix D,

Fig. 1. Proposed high-level multiple chaotic map-based encryption method.

In the proposed method, the original medical
image of size 512 X 512 as shown in Fig. 2, is split into
a two subimages of size 256 x 256. The hash keys are
generated for each subimages. The subimages are
renewed into binary images. All eight DNA coding
rules are employed to produce a unique DNA synthe-
sis (D,, D,) for each subimage separately. The multiple
high dimensional chaotic maps, namely Chen’s
hyperchaotic map and Lorenz chaotic maps, are
employed to confuse the pixels of DNA synthesizes.
We have considered X, = 0.3, ¥, =—0.4, Z,= 1.2, and
W, = 1 as initial values of state parameters in Chen’s
hyperchaotic map. The primary values of state param-
eters a, = 0.3, B, = —0.4, vy, = 1.2, and d, = 1 are
empirically determined to produce a sequence of the
chaotic map. In the Lorenz chaos system, p, = 1.2,
qo= 1.2, and u, = 3.7 are empirically determined as
initial values to get Lorenz chaotic sequence. The mul-
tiple chaotic sequences are XORed with hash keys.
The sequences of high dimensional chaotic maps are
arranged in increasing order, and the DNA synthe-
sizes (D;, D,) pixels are shuffled depending on the
index of the arranged sequence. The DNA XOR oper-
ation is applied to change the pixels of DNA synthe-
sizes. The DNA decoding rules are applied to produce
a cipher image as depicted in Fig. 2. The original med-
ical image is decrypted using inverse process of Algo-
rithm 1 depicted in Fig. 2.

To verify the integrity the hash keys of sender are
compared with hash keys generated at receiver side. If
hash keys of sender is equal to receivers’ hash key the
integrity is maintained during transmission.

PATTERN RECOGNITION AND IMAGE ANALYSIS
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6. PERFORMANCE ANALYSIS

The performance of proposed -cryptosystem
depends on resistance against different types attacks
namely, “statistical attacks,” “differential attacks,”
and “exhaustive attacks.” The analysis of correlation
coefficient is performed to withstand the statistical
attack [24]. The key security and key space analysis
performed to resist the exhaustive attack. The entropy
analysis is to ascertain the superiority of the medical
image. The mean square error (MSE) and peak signal
noise ratio (PSNR) are applied to validate the error
rate of a medical image.

6. 1. Statistical Attack

The statistical attack is performed to evaluate
whether it is possible to predict the original image and
secret keys by monitoring the dissemination of pixels
in the cipher image. The analysis of correlation coeffi-
cient and histogram analysis are used to analyze the
statistical attack.

6.1.1. Analysis of correlation coefficient. The cor-
relation coefficient analyzes the association among
the neighboring pixels of the medical images. The
neighboring pixels are strongly associated in the med-
ical images. The attackers study the association
between neighboring pixels of cipher image and try to
predict the medical image. The coefficient value of the
correlation specifies the relation between the neigh-
boring pixels. The smaller value means are inade-
quately associated among the pixels. Pearson’s cor-
relation coefficient is defined using Eq. (9)
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Input medical images

CT image

MRI image

Ultrasound
image

X-ray image

ECG image

Decipher images

Cipher images

Fig. 2. The sample of medical images.

NXOE - (20)(ZE)
\/N (20%) +(=0) N (2E) + (ZE)’ ’

Coeff = 9

where O and F are the original medical image and
cipher image correspondingly, and N is a medical
image size [m X n]. The value of Coeff equals +1
means that pixels are correlated positively, and value
equals —1 means negatively correlated. The value of
Coeff equals zero means no correlation [12, 13].

PATTERN RECOGNITION AND IMAGE ANALYSIS

The correlation coefficient among the original
medical image and the decipher image is approxi-
mately equal to 0.996 (i.e., approximately equal to 1)
is shown in Table 6. The correlation value equal to zero
indicates no explicit relationship between medical
images. The correlation of the original medical image
and the cipher image is almost like —0.009 (i.e.,
approximately equal to 0) is shown in Table 6. These
values prove that there is no association among pixels
Vol. 35
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Table 6. Correlation coefficient of the proposed system

MRI image |Horizontal 0.008 0.994
Vertical —0.006 0.997
Diagonal —0.004 0.995
CT image Horizontal 0.005 0.999
Vertical —0.010 0.998
Diagonal 0.009 0.994
X-ray image | Horizontal 0.009 0.998
Vertical —0.010 0.997
Diagonal —0.011 0.999
Ultrasound | Horizontal 0.008 0.998
image Vertical —0.010 0.994
Diagonal —0.009 0.996
ECG image | Horizontal 0.008 0.993
Vertical —0.013 0.997
Diagonal —0.014 0.993

of cipher images. Hence, for attackers predicting the
original medical image from cipher image is impos-
sible.

6.1.2. Histogram analysis. The histogram analysis
is the illustration of dissemination of pixels, based on
gray-scale levels. The histogram of the sample MRI
image is shown in Figs. 3a and 3b histogram of cipher
image, and in Fig. 3¢ histogram of decipher MRI
image is shown. From Fig. 3, it is examined that the
dissemination of pixels is consistent in cipher image,
which proves that pixel values of cipher image are
totally altered. Hence, the proposed high-level multi-
ple chaotic maps-based encryption method has good
confusion property.

6.2. Differential Attack

The differential attack is used to evaluate resistance
against the known ciphertext attack, chosen ciphertext
and known plain text attack. The unified average
changed intensity (UACI) and number of pixel chang-
ing rate (NPCR) methods are used for cryptanalysis.

6.2.1. NPCR and UACI. The intruders choose the
cipher texts and secret key and try to get the decipher
image. The NPCR is used to verify resistance against
very small variance in plaintext. NPCR is defined
using Eq. (10)

ZGI (m,n)
NPCR = **———
Wi x H,
where W, and H, are the breadth and length of the
medical image, and G,(m, n) calculation using
Eq. (11)

x100%, (10)

@

®

o 50 1m0

150 20 %D

Fig. 3. Histogram of (a) sample MRI image, (b) cipher image, and (c) decipher MRI image.
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Table 7. Performance analysis of the proposed system

Medical image NPCR UACI Entropy MSE PSNR
MRI image 99.66 33.49 7.999 4.9020e+03 4.8277
CT image 99.66 33.45 7.998 5.5396e+03 5.1010
X-ray image 99.67 33.35 7.999 4.8975e+03 4.0010
Ultrasound image 99.66 33.41 7.999 5.0009¢+03 4.1237
ECG image 99.67 33.46 7.999 5.1607e+03 4.6734

G, (min) = 0, if E(m,n)=E(m,n) (11
W= E, (m,n) # E(m,n),
The UAClI is defined in Eq. (12)
UACI = —1
Wi iy (12)
% Z|Ell (m,n) — E(m,n)| X 100%’
255

where E is cipher image obtained from an original
medical image. The selected 1000-pixel values of an
original medical image are changed and encrypted
as E|;.

6.3. Exhaustive Attack

A crypto analyst performs an exhaustive attack to
check whether it can predict the secret keys by brute
force search. The key space analysis is to verify an
exhaustive attack.

6.3.1. Keyspace analysis. In the proposed system,
the initial conditions of system and structure parame-
ters of Chen’s hyperchaotic map and Lorenz chaotic
system are used as a secret key. A total of fourteen sys-
tem parameters (Xos YO’ ZOs VI/O’ 0Olo, BOa Yo dOs Do> o> Uo,
o, p, and 7) and two hash keys are secret keys of multi-
ple levels. “According to the IEEE floating-point
standard, the computational precision of the 64-bit
double data is 10~.” The key size of ten secret keys is
(10%) and the size of the hash key is 256 (2%) bits.
The key space is very large in size. Hence, proposed
system key space is significant to survive against
exhaustive attack.

6.4. Entropy

The entropy value specifies the significance of
superiority of the proposed cryptosystem. The entropy
is the probability of dissemination of gray-scale levels
throughout the medical image. The superior value of
entropy proves the good quality of proposed crypto-
system. The entropy is elucidated using Eq. (13)

PATTERN RECOGNITION AND IMAGE ANALYSIS

E(I) =) P(0)log(P(0)),
=
where P(0,) signifies the probability of scattering of
the intensity level of the medical image and # signifies
an overall intensity level.

(13)

6.5. MSE and PSNR

The MSE and PSNR metrics are utilized to vali-
date the error rate of original medical image [24]. The
MSE determines the error rate between the original
medical image and the cipher. The higher value indi-
cates good cryptosystem. The MSE computes nearly
the average of squared errors between the original
medical image O and cipher image E. where N is size
[m, n]. The MSE is defined in Eq. (2)

Y [0(m,n)—E (m,n)}

MSE =&
N

The PSNR is to verify the alteration of cipher image
due to noise affecting the original medical image. The
PSNR is defined in Eq. (15)

(14)

2 —
: 1\5/168131)’ (15)

where Nis the size (m X n) of the digital medical image
[8, 21].

The security analysis of the proposed system is
depicted in Table 7. The average NPCR value 99.66
and the average UACI value is 33.43. These values
prove that the proposed cryptosystem generates a dif-
ferent cipher image to very minor changes of original
medical image. Hence, the proposed method resists
against known and chosen plaintext and cipher
attacks. The entropy value is 7.999 approximately
close to ideal value 8.0 and proves that proposed sys-
tem is appropriate to deliver high-level security for
medical images. The MSE is nearly equal to
5.10014e+03, and PSNR is 4.5453 dB, proves that a
medical image’s quality is maintained. The security
analysis exhibits that the proposed cryptosystem is
adequate to convey multilevel security, confidential-
ity, and integrity for medical images.

PSNR = 10log,,
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Table 8. Comparison of the proposed system with the meth-
ods discussed in the literature

Scheme Size Entropy NPCR | UACI
[7] 256 x 256| 7.9832 99.66 33.62
[11] 7.9993 99.59 33.41
[23] 7.9993 99.63 33.59
[16] 7.9990 99.62 33.42

Proposed 7.9992 99.66 33.43

system
[7] 512 x 512 7.9975 99.51 33.58
[23] 7.9980 99.62 33.45
[16] 7.9990 99.58 28.63

Proposed 7.9991 99.66 33.42

system

The two 256-bit hash keys are generated to verify
the integrity of the medical image during transmission
in the proposed cryptosystem.

7. COMPARISON
OF THE PROPOSED METHOD

The proposed system is compared with methods
specified in the literature survey [7, 11, 16, 23] for
Lena images of different sizes 256 X 256 and 512 X 512.
The proposed system’s entropy, NPCR, and UACI
are almost equal and greater than the other methods,
as shown in Table 8. Hence it proves that the perfor-
mance and efficiency of the proposed cryptosystem
are high enough and superior for medical images. The
time efficiency of the proposed cryptosystem is O
(8 mn).

8. CONCLUSIONS

In this paper, the high-level encryption method for
medical image using a SHA-256, multiple chaotic
map chaotic maps, and DNA diffusion operation is
proposed. Primarily, the original medical image is
divided into two subimages. The hash keys are gener-
ated for both subimages using SHA-256. The subim-
ages are converted into binary images. The binary
images are transformed into a DNA synthesis at the
first level. Both DNA synthesis pixels are jumbled
using Chen’s hyperchaotic sequence, and Lorenz cha-
otic sequences in the second and third levels. The log-
ical XOR operation is used between the chaotic
sequences and hash keys in fourth level. The DNA
XOR operation is employed to diffuse the pixels of
both DNA synthesis in fifth level. The DNA decoding
rules are used to get the cipher images in the last level.
The simulation results demonstrate that the proposed
high-level cryptosystem enhances the security, vali-
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dates integrity and proves confidentiality. The origi-
nality of the proposed system is to afford high-level
security, confidentiality, and integrity using SHA-256,
DNA coding rules, and multiple high dimensional
chaotic maps. The cryptanalysis shows that the pro-
posed method is resistant against known ciphertext,
known plaintext, statistical, exhaustive, and differen-
tial attacks. The proposed cryptosystem is applicable
for e-health systems and telemedicine applications.
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