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ABSTRACT
Recently, the ability to alter images has become remarkably accessible, allowing for effortless 
manipulation of an image’s semantic content using widely available editing tools and techniques. 
These techniques are also called journaling tools, and it is used to effectively detect the changes in 
images. In the image processing technique, the deviations in images are determined by using 
typically square, slide regular, and artifacts techniques. But, the determination of these changes in 
images is a tedious procedure. To determine the forgery activities, a suitable method should be 
developed with the help of wavelet transform and deep learning techniques. Initially, images are 
gathered from various online sources. These collected images are then processed using Adaptive 
SWT, where the parameters of SWT are optimized using a HTS-BESO. The adaptive SWT splits the 
entire image into patches for each sub-band. Following this, the DA-VGG16Net framework is 
employed to extract deep features from these split patches. The parameters of DA-VGG16Net 
are also optimized using HTS-BESO. Finally, feature matching is conducted using multi-similarity 
checking to recognize and localize forgeries within the images. The experimental results are 
compared to various existing forgery detection models to ensure the efficiency of the model by 
considering various performance measures.

KEYWORDS 
Adaptive stationary wavelet 
transform; Dilated Adaptive 
VGG16; forgery detection 
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1. Introduction

The introduction of the latest technologies in digi
tal processing has led to alterations in original 
images (Zhuo et al., 2022). However, these modifi
cations often leave behind subtle clues in the sur
rounding environment. These changes in images 
cause problems in medical records in the medical 
field and court evidence (Gu et al., 2022). To deter
mine the originality of images, various authentica
tion methods are employed (Li et al., 2017). These 
authentication methods are further divided into 
two parts: one is the active authentication techni
que, and the other one is the passive authentication 
technique. In the active authentication process, the 
modified images are tested by signature code, and 
this signature code is available in image capturing 
(Aloraini et al., 2021). Here, the digital mark is 
marked on the multimedia content. Therefore, 
changes in multimedia content can be easily iden
tified (Yang et al., 2021). However, all image- 

capturing devices do not have digital mark and 
signature codes, so this method is not apt in all 
places (Barni et al., 2021). In the passive authenti
cation technique, the integrity of an image is 
assessed by identifying duplicated regions within 
the image. However, these duplicated regions often 
do not contain any explicit clues or information 
about their authenticity (Lee et al., 2022). Passive 
authentication techniques consist of various tech
niques. Here, splicing and forgery detection are the 
most effective processes. The discovery of forgery is 
a tedious process because it cannot be able to find 
the difference between the original and duplicated 
images.

An image can be easily changed by using 
advanced editing tools. An image can be changed 
by using two techniques, and they are content- 
preserving and content-changing (Rao et al.,  
2020). In the content-preserving system, techni
ques such as contrast enhancement, blurring, and 
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compression are applied to the post-processed 
image. These modifications do not affect the origi
nal cognitive content of the image (Kadam et al.,  
2021). So, it is a less destructive method. 
The second method, namely content changing sys
tem, copy-move, splicing, and object removal tech
niques, are carried out in the processed image 
(Huang et al., 2022). It may cause changes in the 
semantic content of the image. In recent years, 
several works have been developed for forgery 
detection. To find the duplicated image at various 
locations, forensic clues like square detection win
dows are used (Niu et al., 2021). The image proces
sing is done using the sliding-window paradigm, 
which is considered an effective method for image 
processing (Yan & Pun, 2017). However, this 
method has certain disadvantages (Alipour & 
Behrad, 2020). The square shape of the window is 
not suitable for detecting human limbs (Zhou et al.,  
2022). Additionally, it may cause errors when pro
cessing heterogeneous images, and it is not suitable 
for all pixels of the image.

Most state-of-the-art image tampering categori
zation methods make use of frequency domain fea
tures and/or statistical characteristics of an image 
(Cristin & Cyril Raj, 2017). Artifact analysis by 
many JPEG compressions is also used to identify 
tampered images. It is suitable only for JPEG for
mats. Noise is added to the JPEG compressed image 
to increase the performance of similarity detection. 
Visual recognition tasks such as semantic separa
tion, object identification, and scene classifications 
are done with the help of deep learning techniques 
(Meena & Tyagi, 2020). Deep learning-based meth
ods such as Stacked Auto-Encoders (SAE) and 
Convolutional Neural Networks (CNN) are also 
used to identify duplicate images. Particular tamper
ing methods such as splicing and copy-move are 
used to identify the forgery activities in media 
(Vinolin & Sucharitha, 2021). Thus, one method 
may not hold well over other types of manipulation. 
Furthermore, it looks unrealistic to presume that the 
type of tampering will be identified in advance.

The main contributions of the proposed deep 
learning-based forgery detection mechanism are 
listed as follows.

● To design an effective advanced deep net
works-based forgery detection mechanism to 

identify the forgery activities in images and 
prevent the forgery activities with low cost.

● To increase the performance of the adaptive 
forgery identification and localization frame
work, a new HTS-BESO algorithm is devel
oped. By using this HTS-BESO, the 
parameters from Adaptive SWT and the para
meters from Dilated VGG16 are optimized to 
provide more accurate detection results.

● To decompose the image using SWT, which 
helps to detect the most similar and discrimi
native features from the decomposed images, 
where the parameters like start level, wavelet 
type, and norm are optimized with the help of 
the suggested HTS-BESO algorithm to 
improve the decomposition performance.

● To suggest a DA-VGG16Net model for detecting 
the forgeries from the objects by checking the 
multi-similarity, where the parameters like 
epochs and hidden neuron count in VGG 16 
are optimized with the help of suggested HTS- 
BESO algorithm to maximize the accuracy and 
precision.

● The output of the suggested HTS-BESO-DA- 
VGG 16 Net-based forgery detection scheme is 
compared with various existing algorithms 
and recently developed techniques to find the 
effectiveness of the planned method.

The proposed HTS-BESO-based optimization algo
rithm to prevent fraud activities is explained in the 
below sections. Section II deals with the related work 
of the existing forgery detection methods. Section III 
discusses the developed forgery detection mechan
ism and data collection. In section IV, SWT and 
Adaptive SWT are described in detail. In section V, 
Dilated Adaptive VGG16 and Multi-similarity 
methods for detecting forgeries are briefly explained. 
Section VI depicts the result discussion of the offered 
forgery detection scheme. Section VII gives details 
about the conclusion of the proposed HTS-BESO- 
DA-VGG16Net-based forgery detection scheme.

2. Literature survey

2.1. Related works

Dua et al. (2020) have proposed a thorough pro
cedure for looking into JPEG compressed test 
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images that were thought to have been altered 
either by splicing or copy-move forgery. The 
image plane was split into 8 × 8non-overlapping 
pixel units for JPEG compression. To determine 
whether the image was genuine or fake and to 
locate the altered area in fake photos, a unified 
technique based on the block-processing of JPEG 
images has been presented. The system was able 
to distinguish between spliced and copy-moved 
forgeries of images. Once the presence of tamper
ing has been established, the next stage involves 
localizing the falsified region according to the 
type of forgery detected. By identifying and deli
neating the altered region, forensic investigators 
can focus their analysis and efforts on under
standing the extent and nature of the forgery, 
which is essential for accurate assessment and 
potential legal proceedings. Using block-wise cor
relation maps of un-estimated coefficients of DCT 
and its recompressed form at various quality 
levels, the tampered region of spliced JPEG 
images was located. Using all possible combina
tions of quality variables, the technique was able 
to spot the spliced section of images that had been 
altered by pasting an uncompressed one. In the 
case of copy-move forgeries, the duplicated 
regions were found instead of utilizing each 
block’s extremely localized phase congruency 
properties. The concert of the proposed technique 
was compared to other state-of-the-art techni
ques, and experimental findings were presented 
to support the theoretical notion.

Bappy et al. (2019) suggested a high-confidence 
tampering localization structure that separated 
tampered regions from un-tampered ones using 
resembling features using Long Short-Term 
Memory (LSTM) cells and an encoder-decoder 
network. Artifacts such as JPEG, upsampling, rota
tion, quality degradation, downsampling, and 
shearing were captured using resembling features. 
Lastly, the mapping from low-resolution feature 
maps to pixel-wise predictions for image tamper 
localization was then learned by the decoder net
work. End-to-end training was conducted utilizing 
the ground-truth masks and the anticipated mask 
offered by the final layer of the proposed architec
ture to learn the network parameters. Moreover, 
a sizable image-splicing dataset was added to direct 
the training procedure. Extensive testing on three 

different datasets showed that the suggested strat
egy was capable of precisely localizing image mod
ifications at the pixel level.

Lin and Li (2020) explored a segmentation- 
based forgery detection method that uses the local 
uniformity of visually unnoticeable clues to change 
the limitations of existing segmentation methods 
that were merely based on visually perceptible con
tent and suggested a forgery localization method 
depending on Photo-Response Non-Uniformity 
(PRNU). The method for multi-orientation locali
zation incorporated the forgery probability discov
ered by picture segmentation and windows with 
many orientations. To localize object insertion 
and object removal frauds, specialized techniques 
are employed to accurately detect and highlight the 
manipulated regions within an image. The sug
gested forgery detection approaches surpassed cur
rent PRNU-based forgery localizers concerning 
both the region and border F1 scores, according 
to experimental results on a publicly available rea
listic tampering picture dataset.

Ganeshan et al. (2022) offered a Generative 
Adversarial Network based on Autoregressive 
Elephant Herding Optimization (A-EHO-based 
GAN). The Risk by Regression-based Conditional 
Autoregressive Value Quantiles (CAViaR) and 
EHO approaches have been combined to create 
the proposed A-EHO approach. For each fore
ground item, first, features such as Local Optimal 
Oriented Pattern (LOOP) and CNN features were 
retrieved. The forgery score is calculated by fea
tures of the GAN. Based on the feature vector and 
the forgery score, the Ridge NN classifier identified 
the fake image in this case. The outcome was that 
the implemented technique performed better in 
terms of TNR, detection rate, TPR, and ROC.

Abdalla et al. (2019) offered a technique to iden
tify the forgeries and a deep convolution learning 
technique. They have been demonstrated to be very 
successful in combating image forgeries produced 
by GAN. In this type of algorithm, the image was 
altered to closely resemble the original, making it 
difficult for an untrained human eye to distinguish 
it as a fake. The goal of the current study was to 
examine the processing model by using copy-move 
forgery detection; it is made up of an adversarial 
model and a deep convolution model. The results 
demonstrated a very high detection accuracy 
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performance evaluated by the CNN and discrimi
nator forgery detectors. The network was created 
using a fusion module and two-branch architec
ture. CNN and GAN, the two types, were used to 
localize and identify copy-move forgery locations.

Mahmood et al. (2018) proposed a reliable 
method for the identification and detection of 
CMF in digital photos. To reveal image forgeries, 
the technique retrieved SWT-based characteristics. 
SWT’s remarkable localization capabilities in the 
spectral and spatial domains led to its adoption. 
More particular, the SWT approximation subband 
was used since it included the most data that was 
most suitable for forgery detection. Applying 
Discrete Cosine Transform (DCT) has decreased 
the feature vectors’ dimension. They conducted 
experiments using two common datasets, 
CoMoFoD and UCID, to evaluate the proposed 
technique. The evaluation output showed that the 
offered strategy performed better in terms of true 
and false identification rate than the methods 
already in use. As a result, the suggested forgery 
detection method might be used to identify the 
altered areas and provide advantages in image for
ensic applications.

Bilal et al. (2020) offered a reliable CMF identi
fication method to address the aforementioned 
issues. The suggested method combined Binary 
Robust Invariant Scalable Key Points (BRISK) and 
Speeded up Robust Features (SURF) descriptors. 
SURF characteristics stood up well to various post- 
processing assaults like blurring, rotation, and 
additional noise. Nevertheless, the scale-invariant 
forged portions and poorly located key points of 
the objects within the forged image were judged to 
be difficult to detect using conventional methods. 
The second nearest neighbor and hamming dis
tance were utilized to match the fused features. 
The remaining erroneous matches were eliminated 
from the clusters using the random sample con
sensus technique. The fabricated regions were 
found and localized after some post-processing. 
Using three common datasets, the performance of 
the proposed CMFD approach was evaluated. In 
terms of true and false detection rates, the pro
posed strategy outperformed the cutting-edge 
methods employed for CMF detection.

Koul et al. (2022) explored a forgery detection 
method based on deep learning. In this digital 

monarchy, copy-move and image splicing to pro
duce fake images were commonplace. The former 
used merging two images to dramatically alter the 
real image and produce a new fake one, while the 
latter involved copy-move, which entailed resem
bling one element of the image and pasting it to 
another part of the image. Here, a novel approach 
utilizing CNNs has been proposed for the identifi
cation of forgeries. A dataset called MICC-F2000, 
which included 2000 photographs, of which 1300 
were genuine, and 700 were forgeries, was taken 
into consideration for the experimental work. The 
experimental results showed that the suggested 
model worked better than other established tech
niques for detecting copy-move forgeries.

2.2. Problem statement

The authenticity of images is questionable when the 
usage of the widespread availability of digital 
devices, commercially available image editing tools, 
and open-source tools. Hence, the localization pro
cess is very important for identifying the tampered 
areas to provide higher authenticity. Therefore, sev
eral forgery detection approaches are developed 
using deep learning techniques. The features and 
demerits related to the existing forgery detection 
methods are given in Table 1. DCT (Dua et al.,  
2020) effectively identified the duplicate regions 
using the phase congruency features. In addition, it 
localized the tampered regions with high accuracy. 
However, it struggles to get the phase congruency 
features from the multiple orientations in the covar
iance matrix. CNN-LSTM (Bappy et al., 2019) seg
ments different types of manipulations such as copy- 
move and, object removal, splicing. Therefore, it 
effectively handles the large dimensional dataset to 
localize tampers. Yet, there is a chance for missing 
useful information during the splicing of large 
dimensional datasets. Furthermore, it is slightly 
affected by noise. PRNU (Lin & Li, 2020) highly 
exploits the local homogeneity from indiscernible 
clues. For instance, it performs very well on forgery 
localization of both boundary and region in terms of 
the F1 score. However, it cannot perform multi- 
orientation detection among both the soft and hard 
boundary forgeries. Moreover, it increases the com
putational complexity while localizing hard bound
ary forgeries. CNN (Ganeshan et al., 2022) 
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accurately captures the copied image portion in the 
same image. Furthermore, it is very simple to imple
ment, and the detection rate is higher than other 
approaches. Yet, it is more complex when the char
acteristics from the copied portion are unique to the 
other portions in the same image. GAN-CNN 
(Abdalla et al., 2019) constantly updates the learning 
ability of trained data. On the other hand, it offers 
high sensitivity in forgery detection. However, it 
requires additional time to train the CNN model 
effectively for optimal results in forgery detection. 
In SWT-DCT (Mahmood et al., 2018), the tampered 
detection areas are effectively detected by using this 
developed model. Meanwhile, it detects the forgeries 
by concealing the replication of desirable objects and 
enhances the production of the model in terms of 
false and true detection rates. However, it is 
obscured utilizing several factors like additive 
noise, larger scaling, contrast adjustment in paint
ing, and blindness. Therefore, post-processing 
approaches are required to solve these issues. 
DBSCAN Clustering (Bilal et al., 2020) provides 
precise and robust results for the multiple and single 

tampered regions. In addition, it provides time- 
efficient results during the detection of scale- 
invariant forged regions. Nevertheless, it struggles 
to detect post-processing attacks like brightness 
change, smoothening, and excessive scaling. CNN 
(Koul et al., 2022) provides improved forgery detec
tion accuracy than the other methods. Moreover, it 
helps to alleviate derelictions. It is the chance to lose 
information from the original data. In addition, it is 
affected by white Gaussian noise. These issues that 
arise from the existing forgery identification meth
ods are resolved using the newly developed 
advanced deep structure-based forgery localization 
and detection system.

3. ForgNetwork: schematic representation and 
dataset description of proposed adaptive 
forgery detection and localization framework

3.1. Developed a forgery detection mechanism

Images are the important thing that is used as 
evidence in criminal investigation and forensic 

Table 1. Features and challenges of previous forgery detection approaches.
Author [citation] Methodology Features Challenges

Dua et al., (2020) DCT ● It effectively identified the duplicate regions using 
the phase congruency features.

● It localized the tampered regions with high 
accuracy.

● It struggles to get the phase congruency features 
from the multiple orientations in the covariance 
matrix.

Bappy et al., 
(2019)

CNN-LSTM ● It segments different types of manipulations such 
as object removal, copy-move, and splicing.

● It effectively handles the large dimensional dataset 
to localize tampers.

● There is a chance for missing useful information 
during the splicing of large dimensional datasets.

● It is slightly affected by noise.

Lin & Li, (2020) PRNU ● It highly exploits the local homogeneity from indis
cernible clues.

● It performs very well on forgery localization of both 
boundary and region in terms of the F1 score.

● It cannot perform multi-orientation detection 
among both the soft and hard boundary forgeries.

● It increases the computational complexity while 
localizing hard boundary forgeries.

Ganeshan et al., 
(2022)

CNN ● It accurately captures the copied image portion in 
the same image.

● It is very simple to implement, and the detection 
rate is higher than other approaches.

● It is more complex when the features from the 
copied portion are unique to the other portions in 
the same image.

Abdalla et al., 
(2019)

GAN-CNN ● It constantly updates the learning ability of trained 
data.

● It provided high sensitivity in forgery detection.

● It needs more time to train the CNN model to 
produce efficient results over forgery detection.

Mahmood et al., 
(2018)

SWT-DCT ● The tampered detection areas are effectively 
detected by using this developed model.

● It detects the forgeries by concealing the replica
tion of desirable objects to enhance the perfor
mance of the model concerning false and true 
detection rates.

● It is obscured utilizing several factors like additive 
noise, larger scaling, contrast adjustment, painting, 
and blindness. Therefore, post-processing 
approaches are required to solve these issues.

Bilal et al., (2020) DBSCAN 
Clustering

● It provides accurate and robust results for multiple 
and single forged regions.

● It provides time-efficient results during the detec
tion of scale-invariant forged regions.

● It struggles to detect post-processing attacks like 
brightness change, smoothening, and excessive 
scaling.

Koul et al., (2022) CNN ● It provides improved forgery detection accuracy 
than the other methods.

● It is helpful to alleviate the derelictions.

● It loses some information during merging.
● It is affected by white Gaussian noise.
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investigations. They are also used in the medical 
field to ensure our health issues. But, changes in 
medical documents like X-rays cause serious pro
blems in our body’s health. In recent years, image 
editing tools have occupied more space in our daily 
lives. They are Photoshop, Photo Plus mobile edit
ing apps, etc. Therefore, the image can be easily 
altered by using these editing tools. Because of 
these editing tools, the semantic content of the 
image can be easily altered. Visual media is 
a platform that plays a crucial role in our daily 
lives. At the same time, image manipulation is 
a problem associated with visual media. These 
manipulations cause forgery activities in crime 
investigations. And it may also lead to false evi
dence in a judicial court. But, we cannot be able to 
determine the alteration caused in the original 
image because they are so minute, and we can’t 
be able to see with our eyes. Several methods are 
developed to detect the difference between the ori
ginal image and the manipulated image. However, 
they have several limitations like low precision, 
small robustness, and high false alarm rate. 
Existing methods are highly prone to fuzzy attacks, 

so they must be performed in a separate room. By 
utilizing existing techniques, distinguishing 
between malicious retouching and innocent 
retouching can be challenging. These limitations 
are effectively addressed by the proposed HTS- 
BESO-DA-VGG16Net-based forgery detection 
scheme. A diagrammatic illustration of the devel
oped forgery detection mechanism using deep 
learning is shown in Figure 1.

The advanced deep learning-based forgery 
detection mechanism is employed to detect discre
pancies between manipulated images and their ori
ginals. This method is cost-effective for identifying 
forgery activities, making it suitable for developing 
a novel approach to detect forgeries at a low cost. 
Initially, the required images for the detection of 
forgeries are collected from two different datasets. 
Then these images are decomposed using the SWT 
technique. In SWT decomposition, the parameters 
like start level, wavelet type, and norm are opti
mized with the help of the suggested HTS-BESO 
algorithm. After the process of decomposition, the 
images are split into several patches. Here, the 
patches are split from the decomposed images. 

Image 
Decomposition 

using SWT

Collected 
images

Patch splitting

Feature extraction
from patches

using VGG 16

Multi-similarity 
checking

Optimize wavelet 
type, start level, and 

norm

Decomposed 
images

Optimize hidden 
neuron count, and 

epochs

Proposed 
HTS-BESO

Split the images 
into patches

If Similarity 
> 0.7

Forged image

YesNo

Original image

Forgery Detection

Figure 1. Diagrammatic illustration of developed forgery detection mechanism.
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From the patched images, the most relevant fea
tures are retrieved by using Dilated Adaptive 
VGG16. The parameters from the VGG16, like 
hidden neuron count and epochs, are optimized 
using the proposed HTS-BESO algorithm to max
imize the accuracy and precision values. Finally, 
one patch is kept constant, and the similarity 
value for the remaining patches is determined. If 
the similarity value is greater than 0.7, then the 
image is said to be a forged image. Finally, the 
final results are contrasted with the various existing 
algorithms to determine the effectiveness of the 
offered HTS-BESO-DA-VGG 16-based forgery 
detection scheme.

3.2. Dataset collection

The dataset 1 is taken from (Seidita et al., 2016) and 
also it consists of the names of the universities and 
surgical colleges and their departments. The sec
tion Diatics consists of several categories like doc
torates, master and advanced courses, and state 
exams.

The dataset 2 is taken from (Tralic et al., 2013) 
and also it contains details about the CMFD tech
nique. It consists of a total of 260 images, and the 
images are duplicated in nature. Here, the images 
are classified into large and small sizes. The sizes of 
small and large size images are 512 × 512and 
3000x2000, respectively.

The input image collected from the online sources 
is indicated as Incol

a , where a ¼ 1; 2; 3 . . . ;A is the 
total number of images.

3.3. Proposed HTS-BESO

3.3.1. Purpose
The proposed HTS-BESO algorithm aims to 
enhance the performance of a deep learning- 
based forgery detection scheme by optimizing var
ious parameters critical to its operation. 
Specifically, it optimizes parameters from the 
SWT, such as wavelet type, level, start level, and 
norm. Additionally, parameters from the VGG16 
model, like hidden neuron count and epochs, are 
also optimized using this algorithm. The proposed 
HTS-BESO algorithm is derived from the conven
tional Tuna Swarm Optimization (TSO) and Bald 
Eagle Search Optimization (BESO).

TSO harnesses the collective intelligence seen 
in tuna swarms, simulating their cooperative 
food-searching behavior. However, achieving 
optimal performance with TSO necessitates pre
cise tuning of parameters like swarm size, inertia 
weights, and the balance between exploration 
and exploitation. On the other hand, BESO is 
inspired by the hunting prowess of bald eagles, 
emphasizing strategic hunting techniques and 
acute vision to efficiently locate prey. Yet, effec
tively managing constraints such as feasibility 
and bounds in optimization tasks presents chal
lenges, often requiring specialized adaptations or 
hybrid approaches with constraint-handling 
techniques.

3.3.2. Novelty
The shortcomings of the existing algorithm are 
overcome with the help of the proposed HTS- 
BESO algorithm. Because of this algorithm, the 
accuracy and precision values are highly maxi
mized over the detection of forgeries. The sug
gested HTS-BESO algorithm is implemented with 
the help of updating the uniform random number 
based on the fitness value. Based on the updated 
random parameter, the best solution is obtained. 
The condition to be satisfied to update the position 
of the candidates is written in Eq. (1). 

Here, c is represented as a uniform random num
ber and the range is ½0; 1�. The terms BF and WF 
are signified as best and worst fitness values, 
respectively. If the condition if c< BF

WF is met, 
TSO is updated otherwise BESO is updated. This 
approach aims to achieve a highly optimized solu
tion within the problem space. By integrating this 
conditional update strategy, the method effectively 
enhances the convergence rate of the optimization 
system, as observed in HTS-BESO.

TSO (Xie et al., 2021): Tuna is one type of sea 
fish. Another name for tuna is called as Thunini. 
Tuna is a type of marine predator, and it uses 
a different technique for swimming. The tuna fish 
carry out two types of forging techniques.

Mathematical model: The mathematical model 
of the TSO is given as follows.
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Initialization: Here, the optimization practice is 
initialized with the aid of creating the random 
population at free space, and it is given in Eq. (2). 

Here, a uniformly distributed random vector is 
represented as rand and it ranges between ½0; 1�, 
OQ is denoted as several tuna population, upper 
and lower bound are indicated as a, b respectively, 
the initial individual in jth direction is represented 
as Yj

I .
Spiral foraging: If a small fish like sardines 

changes the direction of swimming, then tuna 
fish carry out spiral foraging techniques. The 
mathematical form of spiral foraging is given 
in Eq. (3). 

Here, β1 and β2 are signified as weight coeffi
cients and they control the displacement of 
individual value, maximum iteration is repre
sented as umax, the current optimal individual 
is indicated as Yu

premi, uniform random number 
is indicated as c and its ranges in between ½0; 1�, 
jth individual of the uþ 1 iteration is repre
sented as Yj

uþ1.
The optimal individual does not follow the fora

ging group. Therefore, the orientation point is 
accidentally created in search space with the help 
of random coordinates. Because of this reference 
point, the foraging process is carried out more 
easily. The random coordinate is determined by 
using the following Eq. (8). 

Thus, the random reference point at search space is 
signified as Yu

rand.
This algorithm is mainly used for global explora

tion. Later, this global exploration is changed to 
local exploration. So the reference point of spiral 
space is changed from accidental individual to best 
individual. The expression of spiral foraging is 
given in Eq. (9). 
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Parabolic Foraging: Tunas also form a parabolic 
forge for their hunting process. Here, food is taken 
as a reference point, and also they search for food 
around themselves. The expression of parabolic 
foraging is given in Eq. (10). 

Here, a random number is indicated as rand, and 
the value is between ½� 1; 1�.

Therefore, tuna follows parabolic foraging and 
spiral foraging practices for its hunting process. 
The first step in the optimization process is to 
create a random population in the search space. 
In every iteration process, any one of the foraging 
techniques is selected to create search space. This 
depends on the probability of x. The value x is 
determined using the parameter setting simulation 
experiments.

Bald Eagle Search Optimization (BESO) 
(Ferahtia et al., 2022): This algorithm is devel
oped based on the hunting process of an eagle. 
This method consists of three stages. The first 
stage is to select the space for hunting 
the second stage is to select its food, and the 
third is called swooping.

In the swooping stage, the new position is 
selected by the following Eq. (12). 

Thus, the best position is signified as SWpremi, the 
random number is represented as rand and its 
value is ranges between ½0; 1�, the new position is 
indicated as SWnpðjÞ, control gain is represented as 
δ and it ranges between ½1:5; 2�, best position is 
denoted as SWpremi.

The position of an eagle in the search space is 
adjusted by using the BESO algorithm, and it is 
done after the selection of the best position 
SWpremi. The updated model is given in Eq. (13). 

Here, directional coordinates for jth position is sig
nified as

o, m and they are described in Eq. (14). 

Here, the number of search cycles is represented as 
S and its value ranges between ½0:5; 2�, the control 
parameter is denoted as b and it is used to deter
mine the curve between the points of search and it 
ranges between ½5; 10�

In this stage, the eagle targets its food from 
the best place. The hunting model is given in 
Eq. (15). 

Here, random number is represented as d1 and d2, 
respectively, and directional coordinates are signif
ied as n1 and o1, respectively. Finally, the values of 
directional coordinates are determined using 
Eq. (16). 

Here, directional coordinates are represented as 
m and o, respectively; also the term b is signified 
as a control parameter. The algorithm for the 
Proposed HTS-BESO is given in Algorithm 1.
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4. Image decomposition and patch splitting 
using hybridized tuna swarm with bald eagle 
search optimization

4.1. Stationary wavelet transform

In this technique, images collected from the dataset 
Incol

a are given as input. SWT (Nason & Silverman,  
1995) is the sub-section of Dynamic Wavelet 
Transform (DWT). However, DWT has certain dis
advantages. SWT has high redundancy, so it will 
maintain the dyadic value of the sample images. 
SWT is used to find the data fusion in images, and 
also it is used for the edge detection process. 
However, these operations are not to be performed 
in DWT. The expression for transformation in SWT 
is given in Eq. (17). 

Here, a discrete wavelet is represented as ω0k;lðmÞ, 
and its value is determined using Eq. (18). 

The above equations are generalized and written in 
Eq. (20). 

Here, dbk;l and dek;l are the approximate coeffi
cient and detailed coefficients, respectively. These 
coefficients are created with the help of signal 
sequence, and it is represented as yðmÞ, i1 and j1 
is the adaptive size of the high and low pass filter, 
respectively, oversampling of high pass and low 
pass filters at coefficient values of ik� 1ðmÞ and 
hk� 1ðmÞ is indicated as " 2k� 1½i1� ¼ ikðmÞ and 
" 2k� 1½h1� ¼ hkðmÞ the expression is used to find 
the values and it is written in Eq. (21). 

The above equation gives very accurate output 
signals by utilizing the DWT method. The output 
obtained from this process is denoted as DSWT

b .

4.2. Adaptive SWT-based image decomposition

Here, the SWT decomposition technique is used to 
decompose the input image into many portions. 
Because of this decomposition, the images are easily 
partitioned based on the fixed kernel size value. 
Here, parameters like the norm, start level, level, 
and wavelet type are optimized using the newly 
developed HTS-BESO to get high accuracy and pre
cision values over the detection of forgeries from the 
original images. This adaptive SWT-based wavelet 
decomposition preserves the fine details of the image 
that may help to extract the best discriminative 
features from the decomposed images. Therefore, 
the detection reliability of the developed model is 
highly improved using the Adaptive SWT-based 
decomposition. The illustration of adaptive SWT- 
based image decomposition is shown in Figure 2.

4.3. Patch splitting

Here, the decomposed image DSWT
b is given as 

input. Patch means rectangular-shaped small box. 
It is composed of several pixels. Because of this 

Algorithm 1: Proposed HTS-BESO
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technique, the image processing algorithms are 
easily carried in the patched images. This method 
reduces the complexities in image processing. In 
this technique, the first process is to mark the seed 
points. After that, find the movement of this point 
using the small gradient. To divide the image into 
small patches, then we have to increase the number 
of seed points. In the developed forgery detection 
model, the decomposed images are split into nine 
patches. This patch splitting helps to identify the 
similarity values, which is most helpful in detecting 
the forged images with high accuracy. Finally, the 
split patches are denoted as Psp

c .

5. Dilated adaptive VGG16 network for 
detecting forgeries and multi-similarity 
checking for localization

5.1. Dilated VGG16

5.1.1. VGG 16 (Tammina, 2019)
Here, the split patch image Psp

c is given as input. This 
method is used for the huge image recognition pro
cess. VGG 16 is one type of VGG model. It consists of 
16 layers, namely convolutional and fully connected 
layers. Here, each layer is stacked with 
a convolutional layer on the top side. Therefore, the 
process will easily be carried out. In this structure, the 

initial and second layers are made with the help of 
a kernel filter of size 3� 3. The first step in this 
process is to send the input signal to the first two 
convolutional layers. After the application of this 
input signal, the size of the signal is changed. After 
that, the output signals are sent to the next layer, and 
its name is called as max pooling layer. These layers 
consist of the third and fourth convolution layers 
made up of kernel filters of size 3� 3. After 
the second stage, the size of the output signal was 
reduced to the previous one. Furthermore, the signal 
was sent to the next layer. These layers also consist of 
the convolutional layer, which is made up of a kernel 
filter. The final layers are connected with hidden 
layers. Finally, the output of the sixteenth layer was 
obtained and it has 1000 unit values.

Conventional VGG 16 consumes more devices for 
computation. To overcome this, dilated adaptive 
VGG 16 is used. Dilation is performed by replacing 
the normal VGG 16 method. The dilated models are 
formed by replacing the dilated convolution kernel 
instead of the conventional kernel. Dilated VGG 16 
consists of a convolution layer of number 2, and it also 
consists of several connected layers. This method 
easily processes the image without any complexity. 
Therefore, we can achieve the best possible results. 
Here, convolution kernels are replaced with dilated 
convolution kernels for easy operation. Dilated con
volutions are used to store more input images, and 
they do not require pooling for this operation, and it 
does not change the dimension of the input image. 
The characteristics of the input image are extracted 
using VGG 16.

5.2. Proposed dilated adaptive VGG16-based 
forgery detection

The forged image detection is done with the help of 
the developed DA-VGG16Net, where the parameter 
optimization is carried out to enhance the detection 
efficiency. By using this network, the most relevant 
features are effectively retrieved from the nine 
patches. These important features are supportive of 
the discovery of forgeries with high accuracy. Here, 
the parameters like hidden neuron count and the 
number of epochs are optimized with the assistance 
of the proposed HTS-BESO. Therefore, the accuracy 
and precision values are highly maximized. Hence, 
the overall effectiveness of the system is also 

Adaptive SWT-based image decomposition

Decomposed 
image SWT

bD

Input 
images

col
aIn

Low pass filter1

High pass filter1

Low pass filter1

High pass filter 1

High pass filter 2

Low pass filter2

LL

LH

HL

HH

Optimize wavelet 
type, norm and start 

level

Developed
HTS-BESO

Figure 2. Illustration of adaptive SWT-based image 
decomposition.
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increased. The objective function of the proposed 
deep learning-based forgery detection scheme is sig
nified as DF1 and is written in Eq. (22). 

Thus, accuracy and precision is represented as A, 
and P, respectively, WSWT

T ; LSWT
l ; SSWT

L ;NSWT
n are 

the optimized parameters of SWT, and they are 
wavelet type and it is ranges between ½0; 4�, level 
and its value is ranges between ½5; 15�, start level 
and the value is ranges between ½1; 4�, norm and its 
value is ranges between ½0; 1�. And HVGG16

N ; EVGG16
e 

are the optimized parameters of VGG 16 and they 
are hidden neuron count; its value ranges between 
½5; 255� and epochs and its value ranges between 
½5; 50� respectively. The value of accuracy and pre
cision is determined by using Eq. (23) and Eq. (24). 

Here, true positives and false positives are signified 
as a and x respectively, b and y is represented by 
true and false negatives respectively. The diagram
matic representation of dilated adaptive VGG-16- 
based forgery detection is represented in Figure 3.

5.3. Multi-similarity-based image localization

It is the process of locating similar objects in 
images. This process is done after the splitting of 
patches. Multi-similarity checking is done for all 
selected patches. Here, one patch is kept constant, 
and the remaining patches are compared with the 
constant patch. Finally, this value is compared with 
the condition. If the similarity value exceeds 0.7, 
the image is classified as a forged image; otherwise, 
it is classified as an original image. A graphical 
representation of multi-similarity-based image 
localization is given in Figure 4.

Dilated VGG 16 network for forgery detection

VGG 16

Dilated Network

Max 
pooling

Optimize 
Hidden neuron 
count, Epochs

Image

Convolutional 
layer

Fully connected layer Soft max

Dilated –conv 1

Dilated-conv 2

Pooling 1

Pooling 2Patched splitted
images sp

cP

Developed
HTS-BESO

Extracted 
features

Figure 3. Diagrammatic representation of dilated adaptive VGG16-based forgery detection.
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Optimized hidden neuron 
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Figure 4. Graphical representation of multi-similarity-based image localization.
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Figure 5. Output images obtained from HTS-BESO-DA-VGG16-based forgery detection scheme.
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6. Results and Discussions

6.1. Experimental setup

The suggested HTS-BESO-DA-VGG16Net-based 
forgery detection scheme was implemented with 
the help of Python. The result of the offered 

method was contrasted with the existing algo
rithm. The analysis of this method was carried 
out with the help of the following parameters. 
Here, the number of population was taken as 
10. The value of maximum iteration and chromo
some length was taken as 50 and 4, respectively. 

Figure 6. Performance estimation of the proposed deep networks-based forgery detection scheme through the existing algorithms in 
terms of convergence analysis for (a) dataset 1 and (b) dataset 2.

Figure 7. Performance estimation of the proposed deep networks-based forgery detection scheme through the existing algorithms 
based on (a) FNR, (b) accuracy, (c) precision, (d) MCC.
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The existing algorithms Jaya Algorithm (JA) 
(Zitar et al., 2022), Deer Hunting Optimization 
Algorithm (DHOA) (Brammya et al., 2019), TSO 
(Xie et al., 2021), and BESO (Ferahtia et al., 2022) 
were used to analyze the efficiency of the offered 
method.

6.2. Result images

The following Fig. 5 consists of tamper images and 
the ground truth images from the collected dataset.

6.3. Performance metrics

The comparative examination is done with the help 
of performance metrics, and they are listed below.

Specificity: It is calculated by Eq. (25). 

NPV: The value of NPV is determined using 
Eq. (26). 

Sensitivity: Sensitivity is determined by using the 
following Eq. (27). 

FPR: The following Eq. (28) is used to determine 
the value of FPR. 

Figure 8. Performance estimation of the proposed deep network-based forgery detection scheme through the existing technique in 
terms of (a) accuracy (b) FNR, (c) MCC, (d) precision.
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FDR: The value of FDR is determined using 
Eq. (29). 

FNR: The FNR is determined using Eq. (30). 

MCC: The value of MCC is determined by using 
Eq. (31). 

6.4. Performance assessment on convergence

Fig. 6 shows the performance evaluation of the 
suggested HTS-BESO-DA-VGG16Net-based for
gery detection scheme in terms of convergence 
analysis. The analysis results show that, at the 

15th iteration, the cost function of the proposed 
deep networks-based forgery detection system con
verges 40% more than JA-DA-VGG16Net, 50% 
more than TSO-DA-VGG16Net, 60% more than 
BESO-DA-VGG16Net and hence it provides more 
accuracy and precision. From the analysis, the out
put shows that the convergence rate of the pro
posed method is increased when compared to the 
existing algorithms.

6.5. Performance assessment on data set 1

The following Figures 7 and 8 show the perfor
mance evaluation of the suggested HTS-BESO- 
DA-VGG16Net-based forgery detection scheme. 
This system is compared with various techniques 
and existing algorithms. The comparison results 
show that all the existing algorithms do not give 
proper results when finding the forgery detection. 
Here, the linear stage is taken in the x-axis. The 
linear, sigmoid, tanh, and Relu activation functions 

Figure 9. Performance estimation of the proposed deep network-based forgery detection scheme through the existing algorithms 
concerning (a) accuracy, (b) FNR, (c) MCC, (d) precision.
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are considered for the analysis of performance, by 
using these functions, the performance of the sug
gested model is visualized very clearly. Here, the 
performance of the proposed HTS-BESO-DA- 
VGG16Net-based forgery detection scheme is bet
ter than the JA-DA-VGG 16 Net, DHOA-DA- 
VGG 16 Net, TSO-DA-VGG 16 Net and BESO- 
DA-VGG 16 Net with the percentage value of 
9.60%, 6.36%, 5.40%, and 2.87% at the linear 

stage. Therefore, the output shows that the pro
posed method achieves a high FNR rate.

6.6. Performance assessment on data set 2

The following Figures 9 and 10 show the perfor
mance assessment of the suggested HTS-BESO-DA 
-VGG16Net-based forgery detection scheme along 
with various existing techniques and algorithms. 

Figure 10. Performance estimation of the proposed deep network-based optimization algorithm through the existing techniques 
concerning (a) accuracy, (b) FNR, (c) MCC, (d) precision.

Table 2. Statistical analysis of the developed forgery detection model among existing algorithms.
Dataset 1

TERMS JA Zitar et al. (2022) DHOA Brammya et al. (2019) TSO Xie et al. (2021) BESO Ferahtia et al. (2022) HTS-BESO

Worst 5.025627 3.920323 5.684171 3.71733 1.176679
Best 1.451256 1.702118 1.624979 1.507752 0.951784
Mean 2.282944 1.909305 2.080122 1.840696 0.968015
Median 2.253147 1.702118 1.624979 1.507752 0.951784
Std 0.716849 0.57129 1.087437 0.694974 0.05539

Dataset 2
Worst 3.306382 2.069596 5.353756 2.817412 4.294403
Best 1.428268 1.499351 1.505756 1.561018 0.9479
Mean 1.908893 1.799575 2.050778 1.734979 1.34948
Median 2.165806 1.609794 1.769636 1.599674 0.9479
Std 0.475451 0.262449 0.887536 0.400072 1.087485
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For sigmoid function, the precision of the proposed 
deep networks-based forgery detection system is 
35.2% more than JA-DA-VGG16Net, 28.5% more 
than TSO-DA-VGG16Net, 14.34% more than 
BESO-DA-VGG16Net. From the analysis, the out
put shows that the convergence rate of the pro
posed method is increased when compared to the 
existing algorithms.

6.7. Statistical analysis of the proposed model

A statistical examination of the proposed HTS- 
BESO-DA-VGG16Net-based forgery detection 
scheme is given in Table 2. Here, the best, mean, 
median, and standard deviation measures are cal
culated to describe the performance of the devel
oped forgery detection model. The analysis 

Table 3. Overall performance of the developed HTS-BESO-DA-VGG16-based forgery detection scheme among various algorithms and 
classifiers.

Dataset 1                                                                                                    

Algorithm Comparison                                                                                           

TERMS JA Zitar et al. (2022) DHOA Brammya et al. (2019) TSO Xie et al. (2021) BESO Ferahtia et al. (2022) HTS-BESO

Accuracy 87.28261 88.58696 90.54348 92.5 94.02174
Sensitivity 86.9936 88.69936 90.1919 92.32409 94.02985
Specificity 87.58315 88.47007 90.90909 92.68293 94.0133
Precision 87.93103 88.88889 91.16379 92.91845 94.23077
FPR 12.41685 11.52993 9.090909 7.317073 5.986696
FNR 13.0064 11.30064 9.808102 7.675906 5.970149
NPV 86.62281 88.27434 89.91228 92.07048 93.80531
FDR 12.06897 11.11111 8.836207 7.081545 5.769231
F1-Score 87.45981 88.79402 90.67524 92.62032 94.1302
MCC 0.745653 0.771663 0.810885 0.84998 0.880396

Classifier Comparison                                                                                             

TERMS CNN Abdalla et al. (2019) LSTM Bappy et al. (2019) TCN Hewage et al. (2020) TCN-LSTM Bappy et al. (2019) HTS-BESO

Accuracy 87.93478 89.13043 91.19565 93.36957 94.02174
Sensitivity 88.0597 88.91258 91.04478 93.60341 94.02985
Specificity 87.80488 89.35698 91.35255 93.12639 94.0133
Precision 88.24786 89.67742 91.6309 93.40426 94.23077
FPR 12.19512 10.64302 8.64745 6.873614 5.986696
FNR 11.9403 11.08742 8.955224 6.396588 5.970149
NPV 87.61062 88.57143 90.7489 93.33333 93.80531
FDR 11.75214 10.32258 8.369099 6.595745 5.769231
F1-Score 88.15368 89.29336 91.3369 93.50373 94.1302
MCC 0.758615 0.782592 0.823886 0.867337 0.880396

Dataset 2

Algorithm Comparison
TERMS JA Zitar et al. (2022) DHOA Brammya et al. (2019) TSO Xie et al. (2021) BESO Ferahtia et al. (2022) HTS-BESO

Accuracy 91.58621 93.24138 94.62069 96.27586 97.37931
Sensitivity 91.57303 93.25843 94.66292 96.34831 97.47191
Specificity 91.59892 93.22493 94.57995 96.20596 97.28997
Precision 91.31653 92.9972 94.39776 96.07843 97.19888
FPR 8.401084 6.775068 5.420054 3.794038 2.710027
FNR 8.426966 6.741573 5.337079 3.651685 2.52809
NPV 91.84783 93.47826 94.83696 96.46739 97.55435
FDR 8.683473 7.002801 5.602241 3.921569 2.80112
F1-Score 91.4446 93.12763 94.53015 96.21318 97.3352
MCC 0.831682 0.864794 0.892388 0.9255 0.947576

Classifier Comparison

TERMS CNN Abdalla et al. (2019) LSTM Bappy et al. (2019) TCN Hewage et al. (2020) TCN-LSTM Bappy et al. (2019) HTS-BESO

Accuracy 91.72414 92.96552 94.2069 95.31034 97.37931
Sensitivity 91.57303 92.69663 94.10112 95.22472 97.47191
Specificity 91.86992 93.22493 94.30894 95.39295 97.28997
Precision 91.57303 92.95775 94.10112 95.22472 97.19888
FPR 8.130081 6.775068 5.691057 4.607046 2.710027
FNR 8.426966 7.303371 5.898876 4.775281 2.52809
NPV 91.86992 92.97297 94.30894 95.39295 97.55435
FDR 8.426966 7.042254 5.898876 4.775281 2.80112
F1-Score 91.57303 92.827 94.10112 95.22472 97.3352
MCC 0.83443 0.859261 0.884101 0.906177 0.947576
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outcome shows that the proposed HTS-BESO-DA- 
VGG16Net-based forgery detection scheme 
achieves the best value of 52.34%, 78.61%, 70.20%, 
and 57.59% than JA, DHOA, TSO, and BESO. 
Therefore, the recommended scheme gives super
ior performance in the statistical examination 
when compared to the presented algorithms.

6.8. Overall examination of the suggested model

The overall examination of the planned HTS-BESO 
-DA-VGG16Net-based forgery recognition propo
sal is given in Table 3. The accuracy and precision 
values are used to find out the fitness value. Fitness 
is the main parameter and it is used to value the 
value of a random number. The proposed HTS- 
BESO-DA-VGG16Net-based forgery detection 
scheme obtained a sensitivity value of 8.08% than 
JA, 6% than DHOA, 4.24% than TSO, and 1.84% 
than BESO. Therefore, the analysis results showed 
that the proposed HTS-BESO-DA-VGG16Net- 
based forgery detection scheme attained better sen
sitivity than the presented algorithms.

7. Conclusion

The developed deep network-based forgery detec
tion scheme was implemented to determine the 
forgery activities in images. Initially, the desired 
images were collected from various online 
sources. With these collected images, an SWT 
was applied, where the parameters of the SWT 
were optimized using a developed HTS-BESO. By 
utilizing this adaptive SWT, the entire image was 
split into patches for each subband. Subsequently, 
the DA-VGG16Net framework was employed to 
extract deep features from the split patches. The 
parameters of the DA-VGG16Net were optimized 
using the same HTS-BESO. Finally, feature 
matching was performed using multi-similarity 
checking for the recognition and localization of 
forgeries. The experimental results were com
pared to various existing forgery detection 
approaches to ensure the efficiency of the devel
oped model by considering various performance 
measures. The proposed HTS-BESO-based for
gery detection technique obtained a sensitivity 
value of 8.08% than JA, 6% than DHOA, 4.24% 
than TSO, and 1.84% than BESO. Therefore, the 

analysis shows that the HTS-BESO-based forgery 
detection scheme achieves maximized accuracy 
and precision value in comparison to the existing 
algorithms. The model is primarily designed for 
image-based forgeries. Its performance and 
adaptability to other media types, such as videos 
or audio, are not addressed. Extending the model 
to handle multi-modal content includes videos, 
audio, and text, to detect forgeries across different 
types of media. This would enhance the model’s 
versatility and applicability in a wider range of 
digital forensic investigations.
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