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Abstract—The increase in low cost digital audio recorders, 
mobile applications and accelerating growth of the audio-based 
Internet of Things (IoT) has initiated ease in obtaining speech 
and audio data which will be later used for the purpose of 
identifying human traits, implementing voice authentication 
system and development of voice based embedded systems. On 
the other hand, the availability of free advanced mobile 
applications and audio editing software like Adobe, Audition CC, 
etc. enabling people to edit easily the meaningful content of audio 
recordings data for getting benefit from e-services or producing 
it in a courtroom for the purpose digital proof. Perhaps, most of 
the people do it for fun as well as the strong intention of hiding 
reality present. Moreover, the audio recording captured in a real-
life today does not contain digital watermarking and signature 
content for authentication because of expensive procedure. 
Therefore, in recent years the researches focused more on 
developing active audio forgery detection techniques for copy-
move and audio splicing forgeries to authenticate and verify for 
its genuineness. In this paper, put an effort to describe past and 
present developments in audio copy-move and audio splicing 
forgery techniques. The paper also presents an overview of audio 
forgeries, its classification, various post-processing operations 
used and available audio dataset for forgery sample preparation 
for benchmark testing. 

Keywords— Digital watermarking; copy-move forgery; Audio 
splicing;Post processing operations; 

I.  INTRODUCTION 
In today’s digital world multimedia data have gained 

significant importance due to the accelerating growth of cost-
effective, smart, and tiny recording devices as well as the 
availability of free mobile applications. As per the statistics, at 
least more than 300 million multimedia data get circulated per 
day in social media to disseminate information and replace a 
traditional system with an automated one. On the other hand, 
protecting multimedia information from tampering by 
unauthorized users is a critical issue. Since many researchers 
have implemented different methods for detection and 
localizing image, video forgeries[19], and audio recording 
forgery detection techniques for the protection and 
authentication of multimedia information. Whereas very few 
number of literature have been focused on audio forgery 
detections techniques such as audio signal copy move forgery 
and splicing etc.  Of course, digital watermarking and 
signature are widely used techniques [1] for image, video and 

audio data protection and authentication. Despite, most audio 
captured day today in a real life is random and does not embed 
digital watermarking or signature information to protect its 
modification. Moreover, the speech recordings which are 
captured in real-life scenarios are very long in length with 
background noise and acoustics artifacts embedded. While the 
tampered, copy-move and spliced part in audio recordings 
may be very short and hearing to this over and over again and 
identifying the forged part is difficult and need lots of time. 
Sometimes even the detection yields lower accuracy rates due 
to various post audio forgery operations used to hide forgery 
traces. The purpose of writing this paper is to give an insight 
on following concepts. 

1. Overview of an audio forgery. 
2. Classification of the digital audio forgeries. 
3. Existing techniques to detect copy-move and splicing 

audio forgeries. 
4. Audio forgery detection framework. 
5. Available audio dataset and audio forgery samples 

preparation for benchmark testing. 
6. Conclusion and future research issues. 

 
The rest of the contents are arranged as follows: The 

section II focuses an overview of audio tampering. Section III, 
describe the existing techniques. Section IV, contains audio 
forgery detection framework. Section V, includes description 
of audio forgery detection technique. Section VI, consist of 
discussion on audio dataset and tampering samples 
preparation. Section VII, explore post processing during 
forgery, and finally Section VIII, comprise the conclusion and 
further research issues need to be addressed. 

II. AN OVERVIEW OF AUDIO TAMPERING 
Audio tampering methods are broadly classified into two 
categories. (i)Based on container (ii) Based on content [20]. 
Alteration of the structure of the audio file, file metadata, and 
related description is referred to as container-based tampering, 
while the modification of actual audio contents referred to as 
content-based tampering. Audio splicing, audio copy-move, 
and audio cutting are the most generally used techniques that 
can alter the contents of audio. In the case of audio splicing, an 
extrinsic audio source is added in between another audio 
source to modify the source content. In the latter two cases, no 
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extrinsic audio sources are used to modify its contents instead; 
the part of the same audio content is copied/cut and pasted at 
some location within the same audio. The audio tampering 
artifacts used are usually hardly noticeable for human hearing. 
So it is essential to develop an audio Integrity verification 
techniques that can automatically detect various audio 
forgeries and expose artifacts used during audio forgery. The 
Fig. 1 depicts classification of audio forgery techniques. The 
Table I: contains the definition of audio tampering and types. 

 
Fig. 1. Hierarchy of audio forgery 

TABLE I.  DEFINITION OF AUDIO TEMPERING, CONTAINER BASED AUDIO 
FORGERY AND CONTENT BASED AUDIO FORGERY 

Terminology Definition 
Audio 
tampering 

Computing technique that spread or edit a digital audio 
recording/speech recording. 

Container based 
audio forgery 

The modification of audio file structure, metadata and 
its description. For example time stamp, file format, 
and hex data of an audio file. 

Content based 
audio forgery 

Modification of actual audio contents i.e. bits and 
bytes of audio wave forms. such as time frequency, 
enhancement, copy-move, and  splicing etc. 

Copy move 
audio forgery 

In this forgery, the semantic information of audio can 
be changed by copying some parts of audio segments 
and pasting at other locations within the same audio 
file. Here no extrinsic audio sources are being added. 

Audio splicing 
forgery 

Most popular and simple to-do forgery. Here forged 
audio is generated by assembling spliced segments 
obtained from other audio recordings. 

 
The Fig. 2 depicts audio copy move forgery where the audio 
signal of word present at second position i.e. “two” is copied 
and moved at third position within same audio signal. The Fig. 
3 depicts audio splicing forgery where the audio segment from 
another audio source is combined to form a target audio 
signal. 

 
Fig. 2. Audio copy-move forgery sample 

 
Fig. 3. Audio splicing forgery sample 

III. RELATED WORK 
Many steganography techniques are widely available to 

ensure protection and authentication of any type of digital 
content [1]. However, to apply these techniques for real-world 
captured audio recordings it is essential to have inbuilt support 
for hardware/software configurations that most non-
professional audio recording devices lack. In recent years, 
many researchers have developed various active audio forgery 
detection techniques. The aim of this section is to give brief 
insight into past and present audio forgery detection 
techniques developed that are relevant to Content-based audio 
forgery. 

The author in [2], proposed a method for microphone 
classification and environment classification and how these 
parameters are used to digital audio forgeries in [2]. One the 
other hand in [5], proposed method for microphone 
classification and identification of more than one microphone 
exist within a recorded audio content. The audio forgeries such 
as removal, addition, substitution and splicing detection based 
on verification of frame offset have been discussed in [3]. In 
[4, 8, 14, and 18] discussed techniques such as estimation of 
magnitudes of acoustic channel impulse response and local 
noise levels in audio signals to detect audio splicing forgeries. 
The author in [16], proposed a method based on channel 
response multi-feature to detect audio splicing localization. 
The Discrete wavelet packet decomposition and singularity 
points analysis of audio signals are described in [6 and 9] 
respectively to detect time-domain audio forgeries such as 
audio detection, insertion, substitution and splicing. The 
author in [7] proposed a method for estimation of 
reverberation time for detecting traces of editing in audio 
recording. Copy-move forgery is usually hardly noticeable 
since the forged audio segments are taken from the same 
speech recordings. In the paper [10 and 17] the similarities of 
pitch and formant sequences are used to detect copy-move 
forgeries in audio recording. Computation of histogram via 
LBP and comparison technique is used to identify locations of 
copy-move forgery in [11]. Discrete cosine transforms (DCT) 
and dimensionality reduction technique is presented in [12]. 
Discrete Fourier transform (DFT) transform and Pearson 
Correlation Coefficient (PCCs) measure to verify the 
similarity between audio segments to detect copy-move 
forgery is discussed in [13]. The author in [15], detailed a 
method based on analysis of electric network frequency (ENF) 
and an autoregressive (AR) model for audio tampering 
detection. The Table II summarizes various audio tampering 
techniques and issues addressed along need of further 
improvement. 

TABLE II.  SUMMARY OF EXISTING TECHNIQUES AND FUTURE ISSUES. 

Ref# Objective Methodology Detection 
Accuracy 

Remarks/Issues 
to be addressed 

[2] 

Classification 
of multiple 

environment 
and 

microphone 

Classify 
categories of 

recording 
environment 

and 
microphones 

75.9% 

Intra-room 
classifications, 
identification, 

room and 
different locations 
within a room and 
time of recordings 

made. 
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[3] 

Audio segment 
deletion, 
insertion, 

substitution 
and splicing 

frame offset 
checking 94% 

Need to test with 
different bitrates, 

additive noise, 
and MP3 
encoding 

[4] Audio  
Splicing 

local noise 
level 

estimation 
method 

0.06(SDO) 
0.23(SFP) 

This method 
reported robust 

and effective for 
both artificial and 

realistic audio 
splicing 

[5] 
Audio 

Tampering 
detection 

Microphone 
classification 95% 

During 
preprocessing de-

reverberation 
algorithm could 

be considered for 
input file.  

[6] 

Time domain 
forgeries 

detection and 
localization  

singularity 
points analysis  

of an audio 
signals 

84.20% 

Need to explore 
the dissimilarity 

between the 
intrinsic 

singularity points.  

[7] 
Detection of 
audio editing 

traces 

Analysis of 
reverberation 

time 
85% 

Technique to 
transitory event 

and speaker 
moves. 

[8] Audio splicing 

Analysis of 
magnitudes of 

acoustic 
channel 
impulse 

response and 
ambient noise 

100% 

This method 
yields better result 
for selected state 

of art. 

[9] 

Detect and 
locate time 

domain audio 
forgeries 

Discrete 
wavelet packet 
decomposition 
and singularity 

analysis 

87.80% 

Need a method to 
choose designing 

parameters 
automatically 

such as inherent 
features of an 
audio file and 

low-pass filtering   

[10] Audio copy 
move forgery 

Pitch tracking 
method 56.20% 

Accuracy and 
efficiency of 

detection need to 
be improved by 

considering 
varying pitch 
sequence and 
more audio as 
characteristics. 

[11] 

copy-move 
audio forgery 
in detection 

and 
localization 

Boundary 
point analysis 
and histogram 
computation 

96.56% 

Voice activity 
detection need to 

be refined to 
address wrong 
inference of the 
boundary points. 

[12] 
Audio Copy-
Move forgery 

detection 

Syllable 
division and 
comparison 

98% 

Robust and 
efficiency against 

common audio 
forgery attacks. 

[13] 
Audio Copy-
Move forgery 

detection 

Syllable 
division and 
comparison 

99.40% 

Effective features 
and optimize 

methods need to 
be developed to 

improve the 
accuracy and 

achieve quicker 
detection and 

better 
performance. 

[14] Audio Splicing 
Analysis of 

environmental 
signature 

96% 

New techniques 
to be 

implemented to 
detect very small 
audio insertions, 

robustness against 
noise and the 

performance issue 
under anti-
forensics 

[15] 

Audio 
Splicing, 

cutting and 
insertion 

analysis of 
electric 
network 

frequency 
(ENF) 

96.9% 

Robust against 
noisy conditions 

and MP3 
compression. The 

supervised 
learning 

framework can 
automatically 

render the 
parameters or the 

thresholds 
without the need 

for manually 
tuning. 

[16] Audio splicing 
detection 

Estimation of 
channel 

response and 
multi-feature 

85.54% 

The precision as 
well as detection 
rate is improved 

for varying frame 
sizes. 

[17] 
Audio copy-
move forgery 

detection 

Similarity 
evaluation of 

pitch and 
formant 

frequencies  
 

99.12% 

Need to develop 
method to detect 

forgery in 
unvoiced speech 

segment and 
robust against 

post-processing 
operations for 
changing pitch 

and formant 
frequency. 

[18] 
Heterogeneous 
audio splicing 

detection 

Local noise 
level 

estimation and 
similarity 

comparison 

0.12(SDO) 
0.21(SFP) 

This  method can 
accurately locate 
heterogeneous 

syllables  

a. SDO and SFP represent sample detection omission rate and sample false positive rate respectively. 

IV. AUDIO FORGERY DETECTION FRAMEWORK 
The basic steps of the audio forgery detection process are 

depicted in Fig. 4. The main functions of the detection 
framework are shown in a dashed rounded rectangle: Initially, 
a queried audio signal is preprocessed using different 
frequency representations and scaling techniques. The 
preprocessed audio is divided into overlapping frames to 
extract features using MFCC, MDCT, DCT and logarithmic 
spectrum coefficients techniques for audio splicing detection. 
The prosodic features of the audio signals are extracted using 
voice activity detection (VAD) module and various discrete 
transform functions for audio copy-move forgery detection. 
Finally, the correlation between the feature vectors is 
calculated using the Pearson Correlation Coefficient (PCCs) 
and Euclidean distance measure along with the appropriate 
threshold value to detect suspicious part of an audio signal. 
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Fig. 4. General flowchart of audio forgery detection framework 

V. DESCRIPTION OF AUDIO FORGERY DETECTION 
TECHNIQUE 

This section provides a detailed description of audio splicing 
and audio copy-move forgery detection techniques. 

A. Audio forgery detection in time domain  
The following steps describe audio forgery detection such 

as audio splicing, deletion, insertion, and substitution using 
singularity point’s analysis and discrete wavelet packet 
decomposition [6]. 

1. Initially, the queried audio speech is divided into(2n+1-2) 
subbands using  ‘n’ level wavelet packet decomposition 
technique. 

2. Ensure decomposed  wavelet subband has same length  as 
of the queried audio speech signal so that local peak value 
of a subband can indicate forged location in  time domain. 

3. Obtain unprocessed wavelet subband and calculate the the 
corrosponding absolute value denote as Abs_subband 
using following equation. 

4. Define Sub_Arr of with size equal to the number of 
samples in the speech signal and initialize to zero. And 
store decomposed wavelet subband for further processing. 
The Sub_Arri denote ith wavelet subband of Sub_Arri. 

5. Find the mean of Abs_subband and set parameter ‘N’ to 5 
using MS=mean(Abs_subband). 

6. Compute maximum value ‘M1’ of the Abs_subband and 
maximum value of LEMR value using LEMR=max 
(Abs_subband/MS). 

7. Check and go to step 11; if LEMR value is less than N; 
otherwise, if the maximum LEMR value is greater than 
kxN, then change the parameter N to half of the maximum 
LEMR value. 

8. Find the maximum value (M2) of the Abs_subband in the 
ranges [n1; n2] and [-n2;-n1]. 

9. The ratio of M2 to M1 denoted by MLER less than the 
parameter P, the element present in the array SubArri that 

represents the position of M1 is set to “1” to claim that 
singular point corresponding to the M1 is forged. 

10. Set points in the fluctuation region [-n1, n1] as zeros to 
avoid repeated detection of forged regions. Go back to 
step 6. 

11. Go to step 12, if all wavelet subband of an array is 
completely processed. Otherwise, return to step 3 to 
process remaining elements of a Sub_Arr 

12. The values ‘1’ in SubArr indicate the forged region 
detected from the ith wavelet subband. Finally, perform 
‘OR’ operation on SubArr to output forgery detection 
results.. 

B. Audio Copy-move forgery detection.  
In this section, copy-move detection procedure based of 

discrete Fourier transform [13] technique is discussed. This 
method basically includes three steps: feature extraction, 
sorting of features and similarity comparison. 

1) Feature extraction: 
1.1. Initially input audio signal is divided into number of 

frames and DFT is used to transform audio sample 
from time domain into frequency domain and 
compute the short term power spectrum Pi(ω) using 
following equation Pi(ω)=| Pi(f)|2 where ‘i’ represents 
ith frame. 

1.2. Sum the energey of each filter by applying mel filterbank 
to power spectrun using equ.“(1)”  and calculate 
filterbank energy using equ.“(2)” 

 
                                      (1) 

  
                   (2) 

Where k means kth filter, k=1,2,3,…..,K and K is  
number of filters and Hm indicate mel filterbanks. 

1.3. Calculate logarithm of all filterbank energies and take 
DCT of log filterbank energies and compute MFCC 
coefficients using equ. “(3)” 

         (3) 

 Where 1<=n<=K/2. 

2) Sorting 
The segmented audio sample contains different aspect of 

features and almost all time the duplicated segments contains 
same feature as original segment. Therefore for ease of 
computation and reduce the time complexity the feature of 
segmented audio signal is sorted in a list. Also in order to 
achieve accuracy of detection only first ‘β’ points of 
segmented audio features are selected for sorting. Consider for 
an instance k-length feature sequence of one audio segment X 
(k)={X0,X1…..Xk-1} is extracted, then the characteristics value 
‘v’ used for sorting is calculated using equ. “(4)” 

                                                                                       (4) 

Finally the quick sorting algorithm is selected for sorting 
feature sequences of audio signal.  

Input  
Audio 

Pre-processing 
(If any) 

Environmental 
Signature 

Prosodic  
Features 

Feature Extraction 

Sorting & 
Similarity calculation  

>
Audio 

Tampered 

Audio isn’t 
Tampered 

Y 

N 
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3) Similarity calculation 
The Pearson Correlation Coefficient (PCC) used to 

compute similarity at trend level of every feature sequences 
along with optimal threshold value using following equ. 

                                             (5) 

If PCC value ‘r’ is greater than appropriate threshold then 
the particular audio segment is classified as suspicious. 

VI. AUDIO TAMPERING DATASETS 
One of the main challenges faced by the researcher during 

the evaluation of a forgery detection algorithm is the lack of 
publicly available and ready to use dataset. Therefore to 
evaluate the efficiency of the latest algorithm, one need to 
prepare audio tampering (e.g. audio copy-move and splicing 
forgery detection) samples using various standard speech 
recording corpus [21, 22, 23, and 24] are described in Table 
III. In this section, the general procedure involved in the 
preparation of digital audio tampering samples for copy-move 
and audio splicing forgery to facilitate the evaluation of audio 
forgery algorithms is discussed. The Fig. 5 shows a block 
diagram of an audio forgery making process for audio copy-
move and splicing forgery. 

 
 

 
 

 
 

 
 

 
Fig. 5. Audio forgery making process 

A. Audio splicing forgery making process 
The Fig. 5. shows general steps involved in the generation 

of audio splicing forgery database. Currently, very few audio 
forgery databases are available for evaluating existing and new 
algorithms. The researchers are insisted to follow the general 
procedure for generating Audio splicing samples for the 
purpose of evaluation of algorithms. Initially, a speech sample 
is taken from any one of the speech recording corpus. The 
speech activity detection technique is used to find voiced and 
unvoiced regions of the speech signal to decide at which 
location the splice segment of another audio is assembled. As 
a result the spliced audio could be meaningful and doesn’t 
comprise any perceptible distortion. Finally, the generated 
audio splicing samples are stored in a database for the purpose 
of evaluation. 

B. Audio Copy-move forgery making process 
Audio copy-move is another type of easy to do forgery 

operation commonly used during speech tampering. This kind 
of forgery is created using the same speech recording. The Fig. 
5 shows basic steps involved in the creation of an audio copy-
move forgery sample as well as a database. Initially, the 
speech sample from speech corpus is a preprocessed using 
speech activity detection module to extract pitch sequences for 
every syllable and words. Later generate forged regions by 
copying text from location ‘Ri’ and move it to ‘Rj’ location of 
the same speech recording. 

TABLE III.  AUDIO DATABASE DESCRIPTION 

Sl. 
No Database Name Description 

1 Wall Street Journal 
database 

Contains 400hr English Speech data i.e.13240 
speech samples with 16 kHz sampling rate.   

2 
TIMIT Acoustic-

Phonetic Continuous 
Speech Database 

Contains American English and phonetically 
rich sentences in eight major dialects of 630 
speaker’s recordings. 

3 Spanish Speech 
Database 

Comprise audio recordings of 200 native 
Spanish speakers (100 males, 100 females).In 
total it includes 3,748 pronunciation lexicon 
headwords plus variants. 

4 Arabic Speech 
Database (KSUD) 

It contains Arabic speech data of 590 hours 
from 269 male and female speakers and stored 
as sequences of two-channel 48 kHz 16-bit 
FLAC compressed PCM Wav files. 

VII. POST-PROCESSING 
Most of the early works of audio tampering detection has 

less considered different post-processing operations used 
during audio tampering in order to make the tampered artifact 
less susceptible as well as to hide the forgery traces from 
detection technique. The following are the different types of 
post processing operations used during audio tampering 
process such as noise addition, filtering, MP3 compressing, 
frequency scaling, pitch shift, and re-sampling. The Fig. 6 to 
Fig. 9 illustrates the audio copy move forgery with post 
processing operations applied. It can be observed from the Fig. 
7 to Fig.9 the segmented audio waveform changes a lot in it 
frequency after post processing operation is performed.  

 
Fig. 6. Copy-move forgery  

 

Fig. 7. Copy-move forgery with white gaussian noise addition 

 

Audio Copy 
move forgery 

database 

Spliced Audio 
forgery database 

 

Speech activity 
detection 

Generate forged 
sample 

Speech 
signal 
corpus 

Copy text from Ri location 
and move it to Rj location 

Combining speech segments 
from multiple audio recordings 

Other Speech 
recordings 
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Fig. 8. Copy-move forgery with median filtering 

 

Fig. 9. Copy-move forgery with phase vcoder 

VIII. CONCLUSION AND FUTURE RESEARCH ISSUES 
In this survey, research works on audio tampering and its 

detection techniques especially copy-move and audio splicing 
forgeries have been reviewed. This survey details past and 
latest research developments in the field of audio forgery 
detection techniques followed by a general framework for 
audio forgery detection and a various standard audio dataset 
which can be used for the preparation of tampered audio 
samples. Lastly, it comprises the limitations and demand for 
future developments for unresolved issues in the field. This 
field is one of the emerging research area recently many 
researchers working on efficient algorithm development. I 
hope this survey would help many researcher, students and 
engineers who are currently working or interested in this field 
will benefit from the information presented in this paper. 

The following are the key research issues to be considered and 
addressed for further improvement over existing system. They 
are, 
1. Need to develop techniques to detect audio forgeries for 

unvoiced speech segments. 
2. A novel approach need to be implemented that are robust 

against various audio signal post-processing operations. 
3. There is a requirement of new methods for small audio 

segment insertions, deletion and splicing forgeries. 
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